Introduction

Space based systems must operate in an environment in which radiation effects have an adverse impact on integrated circuit operation. The key effects due to radiation are five fold. The first effect is radiation total dose which causes permanent device damage. The second effect is dose rate which may or may not cause permanent damage. The third effect is displacement damage which may or may not cause permanent damage. The fourth effect is single event upsets (SEU) which causes a change of state (usually in a memory bit) but no damage to the device. The fifth effect is single event latch up (SEL) which may or may not cause permanent device damage but as a minimum requires device power down. Radiation hardness requirements come in ranges. The thresholds are low, medium and upper. There is a higher than upper range call strategic-hard. When unspecified, low range radiation hardened should be assumed. The levels this study is using for the terms radiation hardened and radiation tolerant have come from MRC microelectronics
 and their effort to assign fixed ranges to these terms.
Total Dose Radiation

A total dose radiation failure is a failure caused by the cumulative effect of particles striking the IC over its life cycle. Total ionizing dose is measured in rads (sometimes the material is shown so it may appear as rad(si)). Failures can be analyzed in two ways. First is device operational failure and second is AC/DC specification. Functional failures are easily understood but for complicated devices may be difficult to detect during testing. AC/DC failures are essentially detected by an increase in the leakage current (Icc) since it is the parameter which almost always goes out of specification first due to total dose radiation. The functional number is never lower than the AC/DC number and is specified more commonly when only one value is given. The minimum total dose threshold for radiation tolerance is 20,000 rad(Si) but that assumes shielding.  When unshielded, the minimum total dose threshold for radiation tolerance is 100,000 rad(Si). The minimum total dose threshold for radiation hardness is 500,000 rad(Si). It is worth noting that numbers as low as 10, 000 rad(Si) have been called radiation tolerant and as low as 100,000 rad(Si) have been called radiation hardened.

Radiation Dose Rate

A radiation dose rate (sometimes prompt dose) failure is a failure caused by a burst of radiation. Dose rate is measured in rad/sec. Dose rate captures the effects of current surges due to x-rays and gamma-rays produced by a weapons detonation. The prompt radiation, which is emitted in less than 20 ns, produces a transient ionization pulse known as a dose rate pulse. These are typically divided into transient upsets (data errors), and survivability (permanent device failure). Sometimes latch-up dose rate failures will also be specified. When only one is specified it is usually the upset number. The minimum range for radiation hardness is 1 billion rad(Si)/sec for the dose rate upset parameter. Most strategic requirements are in the 100 billion rad(Si)/sec range. For radiation tolerance, 10 million rad(Si)/sec is a minimum number but it is typically not specified or measured for spaced based applications.
Displacement Damage
Displacement damage (DD) is the result of nuclear interactions, typically scattering, which cause semiconductor defects. Displacement damage is less important than single event effects or total dose effects but over time results in permanent device failure. Displacement damage is due cumulative long-term non-ionizing damage from protons, electrons and neutrons. The non-ionizing energy loss (NIEL) of the incident particle as ti passes through the semiconductor is proportional to the degradation of the device’s electrical parameters. Because the first concern for DD in ICs was with neutrons from a nuclear weapon, the measure for DD became the MeV equivalent neutron fluence and the parameter is n/cm2. The minimum value for radiation tolerance is 1012 n/cm2 and the minimum value for radiation hardness is 1014 n/cm2. This value is typically not specified for radiation tolerance and is not a key parameter for space worthiness.
Single Event Effects
Single event latch-up and single event upset are two of several failures which are classified as single event effects (SEEs). A single event effect is defined as any measurable effect in a circuit due to an ion strike. This means high energy protons, neutrons, heavy ions or alpha particles. These effectes include (but are not limited to) SEUs, SELs, Single Hard Errors (SHEs), Single Event Burnouts (SEBs), Single Event Gate Ruptures SEGRs, and Single Event Dielectric Ruptures (SEDRs).
 Other SEEs include Single Event Transients (SETs) and Single Event Functional Interrupts (SEFI). Different devices and test houses provide numbers for a subset of these effects. The most widely used are the SEUs and SELs. These tend to determine what is acceptable for space and so will be covered here.
Single Event Latch-up

An SEL is a failure caused by an induced high current state due to an ion strike. This is caused by the radiation triggering parasitic transistors, leading to an internal short circuit that is self-perpetuating. Again, an SEL may or may not cause permanent device damage but as a minimum requires device power down. For radiation hardness and radiation tolerance, the acceptable number of SELs is zero. The acceptance level is based on exceeding an energy transfer level. The Linear Energy Transfer (LET) is a measure of the energy deposited per unit length as a energetic particle travels through a material. The common LET unit is MeV- cm2/mg  of material. The threshold for radiation hardness is 120 MeV- cm2/mg . The threshold for radiation tolerant is 40 MeV- cm2/mg . The maximum value to demonstrate SEL immunity is 125 MeV- cm2/mg  since there is essentially no particle in the galactic cosmic ray spectrum above this number.
 Some space based applications have considered 38.5 MeV- cm2/mg  as the minimum while others use 58 MeV- cm2/mg  as their lowest space acceptable value.
Single Event Upset

SEU is caused by the charge deposited by an ion being collected on a critical node of a memory cell and changing the memory state from a 1 to a 0 or visa versa (bit flip). Again, the LET characterizes the amount of charge deposited by an ion. If the goal, like for SEL, is zero SEUs then the LET is used to determine the threshold at which SEUs begin to occur. In this case, radiation tolerance is a minimum of 40 MeV-cm2/mg  and radiation hardness is a minimum of 80 MeV-cm2/mg . More commonly, SEU is measured in errors per bit day (err/b-d). In this case, radiation tolerance has a maximum associated with memories with Error Detection And Correction (EDAC) circuits of 10-6 err/b-d. Radiation tolerance without EDAC has a maximum of 10-8 err/b-d. Radiation hardness has a maximum of 10-10 err/b-d. When evaluated versus non-memory devices a Failure In Time (FIT) is often used where 1 FIT is 1 device failure in 1 billion hours. Sometimes a cross section is calculated and provided as a measure for SEEs. Cross section (sigma) is the device SEE response to ionizing radiation. For an experimental test for a specific LET, sigma = #errors/(ion fluence). The units for cross section are cm2per device or per bit. Asymptotic or saturation cross section (sigmasat) is the value that the cross section approaches as LET gets very large.
 The asymptotic cross section is often specified for SEUs. Once the cross section data is known, errors/bit day can be calculated for a given radiation environment. A 90% worst case geosynchronous earth orbit, quiet space environment is typically the default environment for the SEU rate calculation when none is specified.
Table 1 Summary of Radiation Effects

	Parameter
	Mechanism
	Effect

	Total Dose
	Permanent device damage due to ions over device life.
	Trapped positive charge results in depletion and causes leakage paths

	Dose Rate
	Data loss or permanent device damage due to X-rays and gamma rays in <20ns.
	Generated photocurrent can cause transient, latch up or burnout effects

	Displacement Damage
	Permanent device damage due to energetic neutrons or protons.
	Degradation in semiconductor lattice leads to electrical parameter degradation

	SEL
	Instantaneous device latch-up due to single ion
	PNPN path triggered into high current state at least requires power down.

	SEU
	Instantaneous data loss due to single ion
	Single memory bit or flip-flop state toggles due to ion charge


Table 2: Summary of Radiation Parameters
	Parameter
	Units
	Soft
	Mitigated Tolerant
	Tolerant
	Hard

	Total Dose
	Rad

	<20K

	20K-100K shielding
	100K-500K
	>500K

	Dose Rate
	Rad/Sec
	<10M
	
	10M-1B
	>1B

	Displacement Damage
	n/cm2
	<1012
	
	1012-1014
	>1014

	SEL(LET)
	MeV-cm2/mg
	<40
	
	40-120
	>120

	SEU(LET)
	MeV-cm2/mg
	<40
	
	40-100
	>100

	SEU
	err/b-d
	>10-6
	10-6-10-8 EDAC
	10-8-10-10
	<10-10


The IIP receiver FPGA
The IIP receiver is implemented in an Altera EP1S40F780C7. This is a RAM based FPGA of the Stratix family with a density of 1M system gates or equivalently 400K ASIC gates and 615 user I/O with a relatively slow speed grade. The density is the key parameter and only three FPGA vendors provide devices of this density: Actel, Altera and Xilinx. This is near the high end of available device densities from Actel but it is less than 12.5% of the maximum device densities available. Table 3 below indicates the largest devices available in families which meet or exceed the density of the IIP receiver FPGA. A total of 34 devices are available now which meet or exceed the density of the IIP receiver. All three vendors intend to offer significantly larger and higher performance devices in the near future. It should be noted that while Altera and Xilinx use RAM for their configuration storage, Actel has flash based and antifuse based FPGAs.
Table 3 Largest available FPGAs by device family

	Vendor
	Family
	Tech
	Number
	System Gate Estimate
	Max I/O

	Actel
	ProASIC+
	Flash
	APA1000
	1M
	712

	Actel
	Axcelerator
	Antifuse
	AX2000
	2M
	684

	Altera
	Stratix
	RAM
	EP1S120
	3M
	1310

	Altera
	Cyclone2
	RAM
	EP2C70
	1.75M
	622

	Altera
	Stratix2
	RAM
	EP2S180
	4.5M
	1158

	Xilinx
	Spartan3
	RAM
	XC3S5000
	5M
	784

	Xilinx
	Virtex2
	RAM
	XC2V8000
	8M
	1108

	Xilinx
	Virtex2pro
	RAM
	XC2VP100
	7.5M
	1164


FPGAs in Space

FPGAs offer several benefits to space applications. The two key advantages FPGAs have are price and flexibility. At this time, space applications are inherently low volume. The cost of developing a low volume ASIC for a radiation environment is orders of magnitude higher than the cost of the most expensive FPGA. RAM and flash based FPGAs offer flexibility in space in that they can be programmed remotely and up loaded to the device in space. This offers advantages in reliability, mission changes, bug repair and time multiplexing of hardware resources. The Mars rover mission used a Xilinx FPGA that had not been completely designed at the time of launch. The FPGA configuration was up loaded to the space craft two months after the launch. Many space platforms have taken advantage of FPGAs. Initially Actel antifuse FPGAs dominated the space based applications for FPGAs but recently, Xilinx RAM based FPGAs have become increasingly popular as radiation data and radiation tolerant devices have become available. Actel FPGAs have been on board more than 100 launches and have been accepted for flight-unit applications on over 300 satellites. Xilinx has been on or selected for more than 50 missions. Altera has not been used in any space applications. Table 4 shows a partial list of recent space platforms to use FPGAs and when available the FPGA and its function have been identified.
Table 4 FPGAs in recent space applications

	Xilinx XQVR4062XL
XQVR1000 
	Mars Rover and Lander
	 "main brain" of the rover vehicle, controlling the motors for the wheels, steering, arms, cameras and various instrumentation
control the crucial pyrotechnic operations during the multi-phase descent and landing procedure

	Xilinx
XQVR300
	Optus C1
	Apply signal processing algorithms to communications data coming from Earth

	Xilinx
XQR4036XL
	Grace
	Sensor

	Xilinx
XQR4036XL
	FedSat
	As a critical component of the High Performance Computing (HPC-I) payload, the reconfigurable nature of Xilinx FPGAs enable satellites to be rewired without having to be retrieved,

	Actel

>400 devices
	Rosetta
	Wide range of lander and orbiter instrument applications including the main computer, power system, mass memory controller and the antenna point control

	Actel

Multiple devices
	NEAR Shoemaker
	Navigation, command, telemetry and scientific data collection applications

	Actel
	International Space Station
	Mission critical apps

	Actel
	Mars Pathfinder
	Camera controls and communications

	Actel

>100 devices
	Mars Rovers

	various mission-critical digital logic functions, including power management, attitude and orbit control, command and data handling, and instrumentation and telemetry


FPGAs versus Radiation
Actel has radiation hardened and radiation tolerant FPGA lines based on their antifuse technology. Xilinx has radiation tolerant FPGA lines based on their RAM technology. Radiation data has been provided for these devices and is shown in table 5. Altera has no radiation tolerant product line. Some small amount of testing has been done on selected Altera commercial Flex, Apex and Cyclone devices but nothing recommends them for space flight.

Table 5 Radiation tolerant and hardened FPGAs
	Vendor

Family
	Device Number
	Total Dose rad(Si)
	SEL (LET) MeV-cm2/mg
	SEU
	Dose Rate rad/sec
	Disp Dmg
	System gates
	Max user I/O

	Xilinx QPRO-R Virtex 
	XQVR300
	100K
	125
	
	
	
	300K
	316

	Xilinx QPRO-R Virtex 
	XQVR600
	100K
	125
	
	
	
	600K
	316

	Xilinx QPRO-R Virtex 
	XQVR1000
	100K
	125
	
	
	
	1M
	404

	Xilinx QPRO-R Virtex 2
	XQR2V1000
	200K
	160
	1.5E-6 note1
	
	
	1M
	432

	Xilinx QPRO-R Virtex 2
	XQR2V3000
	200K
	160
	1.5E-6 note1
	
	
	3M
	720

	Xilinx QPRO-R Virtex 2
	XQR2V6000
	200K
	160
	1.5E-6 note1
	
	
	6M
	1104

	Actel

Rad hard
	RH1020
	300K
	>74
	10E-6
	38M
	1012
	6K
	69

	Actel

Rad hard
	RH1280
	300K
	>85
	10E-6
	1B
	1012
	24K
	140

	Actel Rad tolerant
	RT1020
	100K
	
	
	
	
	6K
	69

	Actel Rad tolerant
	RT1280A
	10K
	
	
	
	
	24K
	140

	Actel Rad tolerant
	RT1460A
	16K
	>120
	
	
	
	18K
	168

	Actel Rad tolerant
	RT14100A
	20K
	>112
	
	
	
	30K
	228

	Actel Rad tolerant
	RT54SX16
	80K
	>80
	
	
	
	24K
	179

	Actel Rad tolerant
	RT54SX32S
	200K
	>104
	1E-10 note2
	27.6B
	
	48K
	227

	Actel Rad tolerant
	RT54SX72S
	200K
	>110
	1E-10 note2
	1.1B
	
	108K
	360

	Actel Rad tolerant
	RTAX250S
	300K
	>104
	1E-10 note2
	
	
	250K
	248

	Actel Rad tolerant
	RTAX1000S
	300K
	>104
	1E-10 note2
	
	
	1M
	516

	Actel Rad tolerant
	RTAX2000S
	300K
	>104
	1E-10 note2
	
	
	2M
	684


note1 SEFI upsets/device/day GEO 36,000km typical day

note2 SEU upsets/bit/day worst case Geosynchronous orbit

FPGA SEU Mitigation

FPGAs for space are either the Xilinx RAM based technology or the Actel antifuse based technology. Although both are predominantly concerned with SEUs, the RAM based technology experiences some entirely different failure modes in radiation environments. Both technologies are concerned with the SEUs of internal data flip-flops and data RAM cells. 
The most common and most effective mitigation for RAM SEUs is EDAC. EDAC uses additional memory bits to indicate a corrupted bit or bits in a memory block and then correct them. Actel, Altera and Xilinx provide IP for parity check code EDAC. Parity-check codes are widely used for EDAC. Linear block codes are a class of parity check codes that are usually represented with an (n,k) notation where k denotes the number of message bits in a longer code word of n bits. Each unique message of k bits maps to a unique code word of n bits. Many types of block codes are usable. Actel chose shortened Hamming codes (18,12), (36,29), and (54,47) for RTAX-S RAMs with data widths of 18, 36, and 54 bits, respectively.
 With this 1 bit error can be corrected and multiple bit errors can be detected. A background “scrubber” is used to step through the memory when it is not busy to check and correct words.
For non-RAM bits, Triple Mode Redundancy (TMR) is the most common mitigation method. TMR can be used at the device level and internal to a device on individual flip-flops. Actel and Xilinx both provide automated methods for achieving internal TMR on flip-flops. Synopsys and Synplicity also provide third party tools for this capability. The idea of TMR is to have three copies of the data bit stored in three separate flip-flops. The output of the flip-flops is compared with each other and the majority vote wins and is assumed to be the correct data bit. Typically, a circuit is provided that if one of the bits does not match and it is not going to be immediately over written, the correct bit is written to it so that it does match. The typical cost for TMR is ~3.2X of resources and ~10% performance impact. Figure 1 shows a TMR circuit and table 6 shows the voting logic truth table.
Figure 1 TMR circuitry
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Table 6 Truth table for TMR voting logic

	Aout
	Bout
	Cout
	Output
	Error

	0
	0
	0
	0
	0

	0
	0
	1
	0
	1

	0
	1
	0
	0
	1

	0
	1
	1
	1
	1

	1
	0
	0
	0
	1

	1
	0
	1
	1
	1

	1
	1
	0
	1
	1

	1
	1
	1
	1
	0


The additional problem that RAM based FPGAs have is SEUs to the configuration memory. Due to the nature of RAM based FPGAs, roughly 80% of all bit errors to configuration memory have no impact on the circuit operation. However, incorrect operation can occur when one of the 20% of the used bits is corrupted. One solution is to reload the configuration when an error is detected. Both Xilinx and Altera provide read back circuitry which can be used to detect a corrupted configuration. Altera has implemented a CRC check circuit which continuously monitors the configuration and provides an external signal pin to indicate a corrupted configuration. Xilinx is able to write over their configuration without stopping device operation and also provides for partial reloading of a configuration. Circuits that detect exactly where the bit stream has gone bad and rewrite only that portion of it, have been used in space applications. Another method employed in space applications using Xilinx devices is called configuration scrubbing. This involves simply rewriting the entire configuration without halting device operation on a continuous basis. Some rare cases of the Xilinx configuration register becoming corrupted have been seen and this can only be corrected with power cycling.
Conclusion and Recommendations
The IIP receiver, implemented in an Altera EP1S40F780C7 FPGA is not space acceptable. It can not at this time be made space acceptable in any Altera device. As of now, no known testing or development is underway which would make an Altera device acceptable. The IIP receiver can be moved to existing radiation tolerant devices from Actel or Xilinx. By employing EDAC and TMR techniques, the design can be made essentially immune to SEU failures. If a single device solution is desired, a Xilinx (XQR2V3000 or XQR2V6000) or an Actel (RTAX1000S or RTAX2000S) radiation tolerant device could provide a solution . If a multiple device solution is acceptable then both Xilinx and Actel have other possible solutions. Device power, which is an important parameter in space, has not been assessed since any reasonably accurate assessment will require simulations. Table 7 shows cost data for some of the latest radiation tolerant FPGAs.
Table 7 Cost Data

	Vendor
	Device
	System Gates
	Max user I/O
	Price

	Actel Rad tolerant
	RTAX250S
	250K
	248
	$3,940

	Actel Rad tolerant
	RTAX1000S
	1M
	516
	$17,020

	Actel Rad tolerant
	RTAX2000S
	2M
	684
	$20,745

	Xilinx QPRO-R Virtex 
	XQVR1000
	1M
	404
	$19,089

	Xilinx QPRO-R Virtex 2
	XQR2V1000
	1M
	432
	$4,091

	Xilinx QPRO-R Virtex 2
	XQR2V3000
	3M
	720
	$10,337

	Xilinx QPRO-R Virtex 2
	XQR2V6000
	6M
	1104
	$21,930


Since the IIP receiver is Altera based, was developed using AHDL and has made extensive use of the Altera custom IP, the code will need significant modification to implement it in a radiation tolerant technology. The AHDL, with out much trouble, can be translated to VHDL and the vendor and third party available tools will support the TMR and EDAC insertion. The translation of the IP portions of the design will be more difficult. If the IP can be redesigned to meet its requirements in VHDL, a standard tool flow will be possible leading to a low (or maybe no) cost tool solution. The Actel and Xilinx tool flow for radiation tolerant devices is the same as the tool flow for their standard devices. Actel offers two design tool suites. The first assumes the user has third party synthesis and simulation and so is just the Actel FPGA tools. This costs $1000. The second is an entire FPGA tools suite for Actel only. This tool is called Libero and sells for $2500. Xilinx has a complete toolset that can be downloaded for free from their website. In selecting between Xilinx and Actel, a few facts should be noted. First Xilinx, like Altera, is a RAM based technology while Actel is antifuse based. This means that on power up, a Xilinx device must download a configuration into its configuration memory. Actel devices are one time programmable and do not need to be downloaded. So while a Xilinx has to deal with an external device for configuration and risks SEUs of the configuration memory, it can be configured with updated designs as needed.  The second fact is that Actel provides TMR in their radiation tolerant devices without changing their part sizing. In other words, a 1M gate radiation tolerant FPGA from Actel will have three times the number of Flip-Flops as their regular 1M gate device. A 1M gate Xilinx radiation tolerant device will have the same number of Flip-Flops as their regular 1M gate device.
 It is likely that replicating the IP in VHDL will be a task requiring several (<5) weeks. If the IP can not be replicated in VHDL and requires replacement with custom IP from the new vendor, the tools expense will be high, many (>5) weeks of effort may be needed, and the design requirement may not be reachable. Given the speed grade of the present IIP device, it is probable that the design can be migrated to a single large Xilinx or Actel radiation tolerant device with EDAC and TMR insertion, and meet the design performance requirements without vendor IP. 
The future of FPGAs in space is assured. The advantages which FPGAs bring to space missions in terms of flexibility and cost far out weighs the disadvantages relative to size, weight, power and susceptibility to the radiation environment. Actel and Xilinx are committed to supporting space applications through continued and increased support of testing, increased use of radiation tolerant IC development techniques, extending radiation tolerant product lines and adding additional design tools to support mitigation techniques. Both Actel and Xilinx are planning to support the Rad Hard by Design effort with future device families.
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� http://www.mrcmicroe.com/Radiation_Effects.htm


�  http://radhome.gsfc.nasa.gov/radhome/papers/seespec.htm  


� "Radiation Test Results of the Virtex FPGA and ZBT SRAM for Space Based Reconfigurable Computing" MAPLD 1999 Paper C2. Earl Fuller and Paul Caffrey, Los Alamos National Laboratory


� http://www.klabs.org/richcontent/Tutorial/MiniCourses/ space_environment_and_design_gsfc_june2001/pdf/D_SEU.pdf


� http://www.actel.com/documents/EDAC_AN.pdf





