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We study a class of problems in Cognitive Radio Networks where multiple half-duplex
unlicensed (secondary) users can eavesdrop and jam the communications of licensed (pri-
mary) users unless granted access to communicate over the same spectrum band. The
problem is to characterize the optimal rule for the primary system that grants spectrum
access to selected secondary users and the optimal resource allocation for the secondary
users. We model the problem as a Stackelberg game with the primary system as the leader.
The equilibrium analysis shows that it is not always optimal to grant access to the stron-
gest eavesdroppers. In addition, it is shown that transmitting secondary users can limit the
eavesdropping capabilities of other secondary users, possibly leading to improved primary
secure transmission data rate. Thus, interestingly, the outcome reveals a recruiting process
that turns selected eavesdroppers into helping jammers under certain conditions. Finally,
we propose a low complexity algorithm to select a subset of secondary users for transmis-
sion and evaluate the performance of the primary system when different number of
secondary users are granted access through simulations.

� 2014 Elsevier B.V. All rights reserved.
1. Introduction

In this paper, we study a kind of unregulated cognitive
radio networks in which unlicensed (secondary) users can
possibly compromise confidentiality or disrupt the trans-
mission of licensed primary users (PUs) by eavesdropping
or jamming. Specifically, the eavesdropping secondary
users (ESUs) may threaten the primary system by either
eavesdropping primary traffic or jamming the primary
receiver when they cannot transmit their own information.
Since ESUs have half-duplex transceivers, they can either
transmit or eavesdrop at any given time. Thus, granting
spectrum access to selected ESUs to transmit their own
information on the same spectrum band will neutralize
their eavesdropping threat and may improve the secrecy
of the transmission of PUs.
The novel idea of ‘‘threaten-to-access’’ in Cognitive
Radio Networks (CRNs) was recently introduced in [1,2].
In this work, ESUs that wish to transmit their own informa-
tion to a base station owned by the primary system and
primarily serving PUs (e.g., a mobile network operator),
may pose secrecy threats to PUs by eavesdropping the pri-
mary transmitted signals and hence decreasing primary
secure transmission data rates.1 The main goal, however,
for ESUs is communicating their own information to the pri-
mary base station, which then serves as the common desti-
nation for both the primary and secondary users in this
model. This is in contrast to most of the works in the litera-
ture on security [3], where the only objective of attackers is
to minimize the achievable confidential rates of PUs. The
scenario studied in this paper can model cases when sensi-
tive PU traffic is to be transmitted (e.g., banking information)
in the presence of untrusted nodes willing to access
tes in the
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spectrum. Our goal is to study fundamental performance
and thus physical layer secrecy is considered as a measure
of transmission privacy.

Physical layer secrecy is a notion introduced in informa-
tion theory to measure confidentiality of data transmission
with respect to unauthorized eavesdroppers. As defined
originally by Shannon [4], perfect secrecy is achieved when
the received signals at the eavesdropper are independent
from the transmitted signals. The research in physical layer
secrecy is largely motivated by Wyner’s seminal work [5].
The main idea is to exploit the physical characteristics of
the wireless channel (such as noise or fading) to confuse
the eavesdroppers, in contrast to classical cryptographic
techniques relying on secret keys [6,7]. Through means of
artificial noise forwarding (also called cooperative jam-
ming), achievable secrecy rates of legitimate transmitters
can be improved [8,9]. In our work, transmitting ESUs
can cause interference on the receivers at eavesdropping
ESUs and thus can improve the secure rate of PUs.

In this paper, we seek to answer the following
questions:

1. When is it optimal for the primary system to grant an
eavesdropping secondary user (ESU) access to licensed
spectrum?

2. When multiple ESUs exist, which subset of ESUs does
the primary system select to grant spectrum access so
that the primary secrecy rate is improved?

3. For each ESU, what is the optimal resource allocation?

To this end, we develop static non-cooperative games
[10] that model interactions between half-duplex ESUs
wishing to transmit their own information to a common
destination (e.g., base station in a cellular system or access
point in WiFi network) and a PU, which is interested in
maximizing its secure rate. We adopt the information
theoretic secrecy notion [11,12] as a measure of the
confidentiality of the transmission of PU. In information
theoretic secrecy schemes, security can be proven mathe-
matically without imposing any restriction on the compu-
tational ability of the eavesdroppers, which is not possible
in conventional cryptography. Its results are thus funda-
mental and independent on the state of technology. When
an ESU is granted spectrum access and starts transmitting
its own information, it is no longer an eavesdropper. In
addition, when multiple ESUs exist, the transmission of a
selected ESU causes interference on other receiving ESUs
and therefore may limit their eavesdropping capabilities.
Thus, selected ESUs may be considered as allies in this case.
In this paper, we analyze equilibria of the strategic games
and discuss their uniqueness properties. Moreover, we
present interesting observations about some special cases
and then provide a discussion on how our model can be
implemented in cellular networks.

In [1,2], transmission coordination is employed
between PU and ESUs (during transmission of ESU) where
an optimal multiple access coding scheme [13] is used. In
this paper, we consider more practical level of coordination
between PUs and ESUs, where the decoder treats signals
other than the intended ones as noise. Moreover, we con-
sider the case when multiple ESUs exist in the cognitive
radio network and characterize the optimal ESU spectrum
access rule the primary system should employ to improve
secure rate of the PU. We also show that this model bridges
the gap between coordination models considered in [2]
and conventional CRN models [14], where there is minimal
interaction between PUs and SUs. Specifically, the scheme
developed in this paper only requires changes to the
admission control algorithms at the base station and the
channel state feedback algorithm at PUs.

The rest of this paper is organized as follows. Section 2
presents our system model and our assumptions. In Sec-
tion 3, we formulate a 2-player game, characterize equilib-
ria in different cases of channel conditions and study their
uniqueness. In Section 4, we extend the game to multiple
ESUs. In Section 5, we discuss interesting observations on
the outcome of the games considered. Finally, we evaluate
the performance of the primary system through simula-
tions in Section 6 and conclude the paper in Section 7.
2. Preliminaries and network model

In this section, we review results and definitions from
information theory and game theory that are essential to
our analysis. Then, we introduce our network model and
the assumptions we make in the paper.

2.1. Wire-tap channel

In the presence of an eavesdropper, the achievable
secrecy rate of a transmitter is defined as the rate at which
the message of the sender is almost independent from the
received signals at the eavesdropper. Achievability
schemes (i.e., channel coding schemes) are designed to
maximize the confusion at the eavesdropper while maxi-
mizing the achievable rate at the legitimate receiver by
exploiting the wireless channel characteristics such as
noise and fading. A Gaussian wiretap channel model con-
sists of a transmitter, a legitimate (intended) receiver and
an eavesdropper, where the signals received at both the
legitimate receiver and the eavesdropper are corrupted
by additive white Gaussian noise (AWGN). The secrecy
capacity of this channel, when noise variances are unity,
is given by [15]

RsðPÞ ¼ log2ð1þ aPÞ � log2ð1þ bPÞ; ð1Þ

for a P b and RsðPÞ ¼ 0 otherwise, where a; b > 0 are the
channel power gains of the legitimate receiver’s channel
and the eavesdropper channel, respectively, and P is the
transmission power.

In our game, we assume that an ESU is equipped with a
half duplex transceiver and can either transmit to the com-
mon destination D or eavesdrop the transmission of PU at
any given time. Thus, the channel model during ESU’s
eavesdropping is a wiretap channel. Throughout the paper,
we refer to the channel between PU and D as the primary
channel, the channel between ESU and D as the secondary
channel, and the channel between PU and ESU as the
eavesdropper channel.

We note that information theoretical notion of secrecy
assumes no limitations on the computational power at



K. Khalil, E. Ekici / Ad Hoc Networks 25 (2015) 237–250 239
the eavesdropper, in contrast to conventional cryptogra-
phy. Thus, this paper presents fundamental limits where
the results developed serve as bounds on the expected per-
formance in practical systems in which eavesdroppers may
not be able to fully decode secured information.

2.2. Game theory basics

Game theory provides an analytical framework to
analyze situations of conflict between multiple decision
makers that are rational, intelligent and selfish. These
attributes accurately characterize wireless devices designed
to optimize their own performance. Here, we borrow defini-
tions from [10] that are needed for the equilibrium analysis
in the following sections.

A strategic game is any G of the form G ¼ ðN ; ðSiÞi2N ;
ðuiÞi2N Þ, where N is the set of players in the game, and
the utility of player i is given by uiðsi; s�iÞ, where si 2 Si is
the strategy (or action) of player i chosen from the set of
available strategies Si and s�i is the strategy profile of all
other players except for player i chosen from �j2N�figSj. If
the strategy sets of all players in G are finite sets, the game
is said to be a finite game. A best response strategy s�i for
player i is a strategy that maximizes uiðsi; s�iÞ over si 2 Si

given s�i. In the following definitions, we focus on two-
player games, i.e., N ¼ f1;2g.

A Nash Equilibrium (NE) is a strategy profile at which
no user has incentive to unilaterally deviate to other oper-
ating points.

Definition 1. An NE point is a strategy pair ðs�1; s�2Þ such
that

u1ðs�1; s�2ÞP u1ðs1; s�2Þ; 8s1 2 S1;

u2ðs�1; s�2ÞP u2ðs�1; s2Þ; 8s2 2 S2: ð2Þ
Assume there exist two well defined unique mappings

T1 : S2 ! S1 and T2 : S1 ! S2 such that for any fixed
s2 2 S2;u1ðT1ðs2Þ; s2ÞP u1ðs1; s2Þ;8s1 2 S1 and for any fixed
s1 2 S1;u2ðs1; T2ðs1ÞÞP u2ðs1; s2Þ;8s2 2 S2, i.e., Ti defines
strategies that are best response to each strategy chosen
by the other player. Let the set Di ¼ fðs1; s2Þ 2 S1 � S2 :

si ¼ TiðsjÞg for i ¼ 1; j ¼ 2 and i ¼ 2; j ¼ 1 be called the
rational reaction set of player i and let DiðsjÞ ¼ fsi 2 Si :

ðsi; sjÞ 2 Dig. Note that any pair in the set D1 \ D2 is an NE
according to Definition 1. Hence, a strategy profile s is an
NE if and only if the strategy of every player in s is a best
response to the other player’s strategy.

The other type of game formulations we employ is Stac-
kelberg games. In a Stackelberg game, a leader makes a
decision about its own strategy and followers then choose
their strategies accordingly. In the following definitions,
we fix player 1 as the leader and player 2 as the follower.
The leader chooses the strategy that maximizes its utility
from the rational reaction set of the follower.2
2 In games with more than two players and with one leader, the
followers choose their strategies simultaneously after the leader has chosen
its strategy.
Definition 2. A strategy ~s1 2 S1 is a Stackelberg equilib-
rium strategy for the leader if

inf
s22D2ð~s1Þ

u1ð~s1; s2ÞP inf
s22D2ðs1Þ

u1ðs1; s2Þ; 8s1 2 S1: ð3Þ

The utility of the leader is a well defined quantity [10]
and is given by

~u1 ¼ sup
s12S1

inf
s22D2ðs1Þ

u1ðs1; s2Þ: ð4Þ

One important result about Stackelberg games is that
every finite Stackelberg game admits a Stackelberg equilib-
rium strategy for the leader [10].

2.3. Network model

We consider an infrastructure-based wireless network
where both primary users and secondary users are inter-
ested in communicating to a common destination (e.g., a
base station) subject to average power constraints. In this
paper, we consider a system comprised of one PU and N
ESUs, all assumed to be in the same range. Our model is
not restrictive in the sense that practical networks utilize
orthogonal resources for different users (e.g., different
time frequency resource blocks for different UEs in
LTE networks). We denote PU as node 0 and ESUs as
f1;2; . . . ;Ng. The average power constraint is denoted by
Pi; i 2 f0;1; . . . ;Ng.

We consider a time slotted system where channel gains
are fixed during a time slot, and formulate one-shot games
for each individual time slot. We also assume that channel
gains are independent across users and reciprocal, i.e., the
channel gain from node 1 to node 2 is identical to the
channel gain from node 2 to node 1. Fig. 1 shows an exam-
ple of the considered network when N ¼ 2 with different
channel gains labeled.

In this paper, we employ an interference model in
which the receiver D treats signals from unintended trans-
mitters (i.e., interference signals) as noise. We assume
half-duplex ESUs. Each ESU can either transmit its own
information or receive signals. In the receive mode, ESUs
may decode the messages of PU and hence compromise
its confidentiality. In our model, we do not consider
collusion; we assume that each ESU acts independent of
other ESUs.
Fig. 1. Network Model with N ¼ 2 ESUs. Primary system is composed of
one PU (node 0) and the base station D. Different channel gains are
marked on each link.
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We model our problem as a non-cooperative game
where the players are the base station D (representing
the primary system) and the ESUs. Let N ¼ f1; . . . ;Ng.
The strategy of the primary system is to select a subset of
ESUs sP ¼ A � N for which the transmission is decoded
in addition to transmission of PU, where A ¼ / means no
ESU is selected. The strategy of an ESU i is to select a time
fraction si 2 ½0;1�; i 2 f0;1; . . . ;Ng such that if si > 0 it
transmits with a power level Pi

si
for an si fraction of the time

slot and eavesdrops the transmission of PU for the remain-
ing fraction. If si ¼ 0, then ESU i will eavesdrop for the
entire time slot. We call ESU’s strategy the compound
jamming and eavesdropping threat strategy. Note that if
an ESU is not selected by the base station, its transmission
will not be decoded even if it chooses to transmit for a
nonzero fraction of the time.

In this game, the primary system is interested in maxi-
mizing the PU’s achievable secure rate while each ESU is
interested in maximizing achievable rate minus the trans-
mission cost. In this model, we assume that the energy
spent by ESUs during reception can be ignored. In addition,
since ESUs are interested in sending information to the
base station, the base station can enforce its strategy sP

by decoding or ignoring transmission from certain ESUs.
This fact motivates the Stackelberg equilibrium formula-
tion in the next section.
3. Single ESU game

In this section, we analyze the scenario when only one
ESU is present in the network. We characterize the cases
when it is beneficial for the primary system to allow the
ESU to transmit its own information. The results in this
section are then used in the more interesting scenario with
multiple ESUs, which is discussed in Section 4.

Here, the strategy of the base station is either to allow
the ESU to transmit its own information, by choosing
sP ¼ 1, or block ESU traffic by choosing sP ¼ 0. When
sP ¼ 1, the base station decodes PU’s and ESU’s signals,
treating signals other than the intended one as noise.
When sP ¼ 0, the base station just ignores ESU’s transmis-
sion (if any), treating it as noise.3 Let a ¼ a0P0; b1 ¼ b01P0 and
c1 ¼ c01P1. The utility functions of players in this game are
given by:

uPðsP ; s1Þ ¼ s1log2 1þ a
1þ c1=s1

� �
þ ð1� s1Þ log2

1þ a
1þ b1

� �� �þ
; ð5Þ

u1ðsP ; s1Þ ¼ s1log2 1þ c1=s1

1þ a

� �
1sP¼1 � s1log2 1þ c1P1=s1ð Þ; ð6Þ

where 1x ¼ 1 when statement x is true and 1x ¼ 0 other-
wise, ½��þ ¼maxf�;0g and c1 is ESU’s transmission cost
parameter. Note that sP affects the primary utility uP only
indirectly, where s�1 is function of sP . Also since we consider
a model in which PU always transmits at a fixed power
3 It is worth noting that a related strategy set for ESUs was considered in
[2] Specifically, a constant power time fraction strategy was considered
where s1 ¼ P1 for a time fraction a and s1 ¼ 0 for a fraction 1� a. In this
paper, however, we employ variable power level that scales with the
fraction of time the ESU is transmitting, while the average power is fixed.
level P0, we ignore the constant power cost term in uP as
it will not affect the equilibrium analysis.

Let s�1ðsPÞ ¼ arg maxs12½0;1�u1ðsP; s1Þ. We have the follow-
ing property.

Lemma 1. Jamming is a credible threat only if c1 ¼ 0.
Proof. ESU threatens the primary system by choosing s1

such that uPð�Þ is minimized if it is not granted access, i.e., if

sP ¼ 0. Suppose sP ¼ 0, then, u1ð0; s1Þ ¼ �s1log2 1þ c1P1
s1

� �
.

Since ESU is rational, it is easy to see that s�1ð0Þ > 0 only if
c1 ¼ 0. h

Lemma 1 suggests the separation of the analysis into
two cases according to the value of c1. Thus, in the follow-
ing, we characterize the equilibrium for the single ESU
Stackelberg game for each case separately.

3.1. Zero transmission cost for ESU

In this subsection, we focus on the analysis for the case
where c1 ¼ 0. First, we study the response of the follower
in the game, i.e., ESU.

First, using the second derivative test, it can be shown
that the first term in (6) is concave in s1 for any non-
negative value of s1, when sP ¼ 1. Moreover, this term is
monotonically increasing in s1. Thus, s�1ð1Þ ¼ 1. It remains
to find the response of ESU when primary system chooses
not to grant it access, i.e., s�1ð0Þ. In this case, ESU will try to
minimize the utility of the primary system so that the
threat may discourage the primary system from choosing
sP ¼ 0 at the first stage of the game. Thus, ESU will solve
the following optimization problem.

s1
�ð0Þ ¼ arg min

s12½0;1�
s1log2 1þ a

1þ c1=s1

� �
þ ð1� s1ÞRs; ð7Þ

where we used Rs ¼ log2
1þa

1þb1

� �h iþ
. It can be seen that

uPðs1Þ is convex in s1. Thus, the solution to (7) can be
obtained by solving the following non-linear equation in
s1 (obtained by differentiating and equating to zero):

s1ac1

ln 2ðs1 þ c1Þðs1 þ c1 þ as1Þ
þ log2 1þ as1

s1 þ c1

� �
¼ Rs: ð8Þ

Now, the primary system knows exactly what will be
the response of the ESU for each choice of the strategy sP

and can take an informed decision whether to grant the
ESU spectrum access or not. Specifically, given the solution
of (8), the base station will solve the following:

s�P ¼ arg max
sP2f0;1g

uPðs�1ðsPÞÞ: ð9Þ
Remark 1. It is worth noting the significance of the
compound jamming and eavesdropping threat in the
Stackelberg game considered in the cases when jamming
is a credible threat (i.e., c1 ¼ 0). In this case, ESU can
leverage its transmission to have a better position in the
game, possibly forcing the primary system to grant it
access to spectrum in cases where it was not possible
without using jamming threat. Consider for example the
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case shown in Fig. 2 where a ¼ 0:5; b1 ¼ 0:1; c1 ¼ 0:5. If the
ESU employs a purely eavesdropping threat (s1 ¼ 0 if
sP ¼ 0), then the primary system equilibrium strategy is
sP ¼ 0 since it maximizes the utility function uP . However,
if ESU employs a compound jamming and eavesdropping
threat, then the primary system would achieve the lower
utility value marked on the figure if sP ¼ 0 is selected. Thus,
the primary system will select sP ¼ 1 and achieve uPð1;1Þ.
3.2. Non-zero transmission cost for ESU

Here, we consider the case when c1 > 0. We study the
properties of u1ðsP ; s1Þ. First, from Lemma 1, we know that
s�1ð0Þ ¼ 0. We now study the best response for the ESU
when sP ¼ 1.

Lemma 2. Let c1 > 0. Then, for the ESU utility in (6), we have

s�1ð1Þ ¼
1; if c1

1þa > c1;

0; otherwise:

�
ð10Þ
Proof. Given sP ¼ 1, it can be seen that the function
u1ðsP; s1Þ is monotonic in s1. Specifically, when c1

1þa > c1, it
is an increasing function in s1 while it is decreasing
otherwise, concluding the proof. h

The following result follows immediately from Lemmas
2 and 1.

Proposition 1. Let c1 > 0. Then, it is not restrictive for the
ESU to only consider the discrete strategy space s1 2 f0;1g.

Using the result in Proposition 1, the utility functions in
(5) and (6) can alternatively be rewritten as:

uPðsP ; s1Þ ¼ log2 1þ a
1þ c1s1

� �
� log2ð1þ b1�s1Þ

� �þ
; ð11Þ

u1ðsP ; s1Þ ¼ s1 log2 1þ c1

1þ a

� �
sP � Rmin

1

� �
; ð12Þ
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Primary system utility for different values of s1

Fig. 2. Example showing the leverage of the compound jamming and
eavesdropping threat of ESU.
where �s1 ¼ 1� s1, and Rmin
1 ¼ log2 1þ c1P1ð Þ. In the follow-

ing, we will use the ~s notation to denote the Stackelberg
equilibrium strategy.

It can be seen that ESU only transmits when it is granted
access (i.e., when sP ¼ 1) and when the achievable rate is
above certain threshold Rmin

1 . When ESU’s transmission is
not decoded (i.e., sP ¼ 0), however, ESU is better off not trans-
mitting (i.e., chooses s1 ¼ 0) to avoid negative utility. The base
station decides whether it would tolerate interference if it
allowed the ESU to transmit. If the effect of interference on
PU’s utility is less than the effect of eavesdropping, then the
primary system may choose sP ¼ 1 at the equilibrium.

As will be illustrated in Proposition 2, since the base
station can enforce its strategy sP , Stackelberg equilibrium
will be the outcome of the game, with the base station as
the leader. The outcome of the game has phase transition
nature as follows.

Proposition 2. Suppose c1 > 0. Then, ESU is granted spec-
trum access and transmits its own information if and only if

log2 1þ c1

1þ a

� �
> Rmin

1 ; ð13Þ

and

ac1

1þ aþ c1
< b1: ð14Þ
Proof. To prove the proposition, we will characterize the
Stackelberg equilibrium of the game, with the base station
as the leader and ESU as follower, for all ranges of the
parameters a; b1; c1;R

min
1 > 0 and show that the profile

ðsP; s1Þ ¼ ð1;1Þ is the only equilibrium if and only if (13)
and (14) are true.

First, we find the best response of the ESU. The
condition log2ð1þ c1=ð1þ aÞÞ > Rmin

1 is equivalent to the
first case of (10). In this case, the ESU is willing to switch
from eavesdropping to transmission if it is granted spec-
trum access by the base station. Thus, the solution of the
game in pure Stackelberg equilibrium strategy depends on
the relative advantage the PU will gain, in terms of secure
rate, if the ESU is granted spectrum access. Specifically, if
b1 > ac1=ð1þ aþ c1Þ, then ~sP ¼ 1 and the solution of the
game is ð~sP;~s1Þ ¼ ð1;1Þ. However, if b1 6 ac1=ð1þ aþ c1Þ,
then the solution is ð0; 0Þ.

On the other hand, when log2ð1þ c1=ð1þ aÞÞ 6
Rmin

1 ; s1 ¼ 1 is a strictly dominated strategy for the ESU
and ~s1 ¼ 0, independent of sP . Thus, both the strategy
profiles ð0;0Þ and ð1;0Þ are pure strategy Stackelberg
equilibria in this case. The non-uniqueness here does not
create a problem since the utility of the primary system
(leader) is unique. This concludes the proof. h

The equilibrium analysis of the discrete game consid-
ered in this section suggests that ESU is willing to switch
from eavesdropping to transmission only if the PU channel
(i.e., a) is weak enough with respect to its rate requirement
Rmin

1 . In this case, the primary system will grant ESU spec-
trum access if the effect of ESU’s eavesdropping threat is
worse than its interference effect on the transmission of
PU. Otherwise, ESU will only eavesdrop PU traffic.
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The analysis also reveals the fact that sometimes the
primary system prefers to tolerate noise from ESU than
to tolerate eavesdropping. In the following section, we
study the multiple-ESU scenario and investigate how noise
from one ESU can even improve the secure rate of the PU
by interfering with PU’s signals at other eavesdroppers.
4. The multiple-ESU game

In this section, we extend the game in Section 3.1 to
multiple ESUs. Here, we consider the case when only one
ESU can be granted spectrum access. We study a 3-player
static game with the base station and two ESUs (nodes 1
and 2) as shown in Fig. 1. It can be seen that the extension
to the game with larger number of ESUs is straightforward.
We also discuss the extension to grant spectrum to multi-
ple ESUs in Sections 5 and 6. In addition, in the remaining
parts of the paper, we focus on the scenario with ci > 0;8i
for analytical tractability of the analysis.

In this game, the strategy set of the base station is
sP 2 f0;1;2g while the strategy set of each ESU is
si 2 f0;1g; i 2 f1;2g, as in the previous section. Utility func-
tions are given as follows.

uP ¼ log2 1þ a
1þc1s1þc2s2

� ��

�log2 1þmax
b1�s1

1þd12s2
;

b2�s2

1þd21s1

� 	� ��þ
; ð15Þ

ui¼ si log2 1þ ci

1þaþc3�is3�i

� �
1sP¼i�Rmin

i

� �
; i2f1;2g;

ð16Þ

where dij ¼ d0ijPj; d
0
ij is the channel gain between ESUs i and

j, and Rmin
i ¼ log2 1þ ciPið Þ.

From (15), it can be seen that only those ESUs that are
not transmitting (i.e. with si ¼ 0) can eavesdrop PU’s trans-
mission. Also the capability of reducing the confidential
rate of PU is reduced by interference from other transmit-
ting ESUs as shown by the denominator of the second term
in (15).

Now, we define multiple quantities that will help us
characterize equilibrium points for the game. Let

R0
0 ¼ log2ð1þ aÞ � log2ð1þmaxfb1; b2gÞ½ �þ; ð17Þ

R1
0 ¼ log2 1þ a

1þ c1

� �
� log2 1þ b2

1þ d21

� �� �þ
; ð18Þ

R2
0 ¼ log2 1þ a

1þ c2

� �
� log2 1þ b1

1þ d12

� �� �þ
; ð19Þ

DRi ¼ log2 1þ ci

1þ a

� �
� Rmin

i : ð20Þ

where R0
0 is PU’s achieved utility when both ESUs are

eavesdropping, R1
0ðR

2
0Þ is PU’s achieved utility when ESU 1

(ESU 2) is transmitting and ESU 2 (ESU 1) is eavesdropping,
and DRi is the slope of the utility function of ESU i when it
is the only transmitting ESU. The primary system offers
spectrum access to an ESU i only if Ri

0 > R0
0. In addition,

an ESU i accepts spectrum access offer and switch from
si ¼ 0 to si ¼ 1 only if DRi > 0.
We now characterize equilibrium points for the multi-
ple-ESU game. In this game, the base station is the leader
who chooses its strategy first then announces it to the
followers. ESUs then play a Nash game by taking simulta-
neous decisions, given the strategy announced by the base
station. The following results are derived based on the
equilibrium analysis in Section 3.

First, the best response of ESU i; i 2 f1;2g, is given by:

TiðsPÞ ¼
1; if DRi > 0; sP ¼ i

0; otherwise:

�
ð21Þ

Given the knowledge of the best response of ESUs, the
base station now decides its strategy then announces it.
Given the strategy of the leader in the Stackelberg game,
both ESUs then react by playing a 2-player Nash game.
We now check the outcome of the 3-player non-coopera-
tive game, depending on the network model parameters:

1. When DR1;DR2 > 0 (all ESUs are motivated to transmit),
then:
(a) If R0

0 > R1
0;R

2
0 (if spectrum cannot be granted to

either ESU), then ~sP ¼ 0 and the solution of the
game is ð0;0;0Þ.

(b) If R0
0� R1

0;R
2
0 and R1

0 < R2
0 (if spectrum can be

granted to ESU 2), then the solution is ð2; 0;1Þ. The
solution is ð1;1;0Þ otherwise.

2. When DR1 < 0 < DR2 (if only ESU 2 is motivated to
transmit), then the solution depends on the value of
R2

0. If R0
0 < R2

0 (if spectrum can be granted to ESU 2),
the solution is ð2;0;1Þ. Otherwise, it is ð0; 0;0Þ. A similar
result holds when only ESU 1 is motivated to transmit.

3. When DR1;DR2 < 0 (no ESU is motivated to transmit),
the points ð0;0;0Þ; ð1;0;0Þ and ð2;0;0Þ all represent
the solutions to the non-cooperative game. However,
at each of the three points, the utility of all players is
the same.

4.1. ESU selection algorithm

The equilibrium analysis shown above suggests the
following ESU selection algorithm, to be implemented at
the base station. Let W be the set of ESUs such that for
all i 2 N ; i 2 W if DRi > 0. Also let F be the set such that
for all i 2 N ; i 2 F if Ri

0 > R0
0. W represents the set of ESUs

in N that can tolerate noise from PU’s transmission and
are willing to switch from eavesdropping mode to trans-
mission mode, while F represents the set of ESUs that
can improve the secure rate of PU if granted spectrum
access. It is then the duty of the base station to select an
ESU from W \F such that the utility uP is maximized. If
the intersection of W and F is empty in a certain time
slot, then no ESU is granted spectrum access in that time
slot.
5. Discussion

In this section, we present some interesting observa-
tions on the outcome of the multiple-ESU game and also
discuss extensions to the model considered.
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5.1. Interference vs. eavesdropping

When an ESU is selected to transmit and d12 is large, the
negative term in the achievable PU secrecy rate expression
becomes small. The decision is then based mainly on how
interference affects the achievable PU rate at D. This
models, for example, the case when ESUs are very near to
each other geographically. When d12 is small (e.g., far apart
ESUs), both interference effect at D and eavesdropping
effect are significant in the decision of PU. In this case,
our model complements the model in [2] which focused
only on the eavesdropping effect.

Now, consider the scenario where b1 > b2 and Rmin
1 is

large. This implies that DR1;DR2 > 0 and R2
0 > R1

0 > R0
0

implying the solution ð2;0;1Þ. So even though ESU 1 has
better eavesdropping capabilities than ESU 2, ESU 2 is
granted access since the relative advantage gained by PU
from interference on ESU 1 (specified by d12) is larger than
the relative disadvantage of interference on D (specified by
c2). In addition, it shows that its not always optimal to
select the ESU with the largest eavesdropping capabilities.

5.2. Distributed property

The strategies developed in this paper are distributed in
nature since they are based on equilibrium concepts of
game theory. However, knowledge of different channel
parameters is assumed at each node, which limits the
distributed decision making process. Nevertheless, this
complete information assumption can be justified in a
practical scenario that guarantees knowledge of different
channel parameters at different nodes as follows.

For a wireless cellular network, PU transmits to the base
station. Each ESU that wishes to transmit its own informa-
tion to the base station announces its presence by sending
its minimum rate requirement to transmit. After an
announcement by ESU i, all other nodes in the network
can measure their channel gain from node i. Recall that
we assume reciprocal channels. Then, PU reports the val-
ues of eavesdropper channel gain bi;8i, to the base station,
since it is the actual decision maker in the game on behalf
of PU. Since each ESU is actually interested to access the
channel, each ESU sends channel gain with other ESUs to
the base station to show its jamming capabilities. Note that
cheating in reporting jamming capabilities can be detected
at the base station by comparing channel gains reported
from different ESUs. The base station then will have all
the necessary information to decide whether it will grant
access to an ESU and the index of that ESU.

5.3. A comment on implementation

The parameter sP in the games we developed is decided
by the base station. Consequently, when P0 is fixed in the
discrete game, there will be no involvement of PUs in the
selection algorithm other than reporting eavesdropper
channel gain, which make this scheme suitable for practi-
cal applications with simple modifications to current cellu-
lar networks that assign one PU per resource (time or
frequency slot). Research in CRNs is usually classified
either in commons model, where the primary system is
oblivious to secondary users activity, or property rights
model where primary users get paid by secondary users
(e.g., using cooperative communications techniques) to
be granted spectrum access [16,17]. Consequently, this
can be considered as an intermediate case between
commons model cognitive radio networks with no interac-
tion between the two systems and property rights model
where there is more interaction.

5.4. Multiple-ESU transmission

In this section, we discuss the extension where the pri-
mary system is willing to decode messages of M 6 N ESUs
simultaneously. We denote the subsets of ESUs that are
granted and denied spectrum access as A and Ac , respec-
tively, where jAj 6 M and Ac ¼ N �A. Let the strategy
profile of the players in the game be defined as
s ¼ ðA; s1; s2; � � � sNÞ.

In this case, the utility functions of the primary system
and ESUs, respectively, are given by:
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4 Note that for a given maximum number of selected ESUs
M 6 N; jA�j ¼ K , where K 6 M. Thus, it might be the case that only selecting
K < M out of N ESUs maximizes uPðsÞ when at most M ESUs are allowed
access.
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uPðsÞ ¼ log2 1þ a

1þ
PN

i¼1cisi

 !
� log2 1þmax

i2N

bi�si

1þ
P

j2N�figdijsj

( ) !" #þ
ð22Þ

uiðsÞ ¼ si log2 1þ ci

1þ aþ
P

j2N�figcjsj

 !
1i2A � Rmin

i

" #
; i 2 N : ð23Þ

Here, an extended version of the ESU selection algo-
rithm in Section 4.1 can also be adopted by the base station
(note that the definitions (17)–(20) extends naturally to
include the case when N > 2). In particular, we define W
and F as subsets of the power set ofN where each element
has a cardinality less than or equal M such that
8s 2 W;DRi > 0 8i 2 s and 8g 2 F ;Rg

0 > R0
0. It is then the

duty of the primary system to find the subset of ESUs
A� 2 W \ F that maximizes PU’s utility.

It is easy to see that the problem of finding the optimal
set A� is combinatorial in nature and thus has worst case
exponential complexity. In fact, the worst case complexity

scales as O
PM

k¼1
N
k


 �� �
. Thus, the parameter M represents the

tradeoff between optimality and complexity (M ¼ N has
complexity of Oð2NÞ while M ¼ 1 has complexity of OðNÞ).

To address the large computational complexity of finding
the optimal subset of ESUs to be granted spectrum when M
and N are large, we propose a polynomial-complexity ESU
selection algorithm, (Algorithm 1) that iteratively constructs
a set of up to Cmax ESUs at each iteration until at most M
ESUs are selected at the conclusion of the algorithm. Let C
be an arbitrary subset of N with jCj 6 Cmax. For the disjoint
sets A; C, we have the following definitions:
~uPðC;AÞ ¼ log2 1þ a
1þ

P
i2C[Aci

� ��

�log2 1þ max
i2Ac�C

bi

1þ
P

k2C[Adik

� ��þ
;

~ujðC;AÞ ¼ log2 1þ cj

1þ aþ
P

i2A[C�jci

 !
� Rmin

j : ð24Þ

In a given iteration of Algorithm 1, the set A represents
the ESUs selected so far. To guarantee that the ESUs added
to the set A at each iteration may only improve the pri-
mary utility, the set Fm is constructed as in (26). In other
words, the subsets of ESUs considered are those that can
only improve the primary utility given the jamming and
noise effect of the ESUs admitted so far. Since Algorithm
1 sequentially finds at most M candidate4 ESUs to be
granted access, the algorithm stops whenever A ¼ M or pri-
mary utility cannot be improved ðFm ¼ /Þ. In each iteration,
up to Cmax ESUs are selected. Thus, the parameter Cmax char-
acterizes the complexity of the algorithm as OðNCmax

Þ. When
Cmax ¼ 1, then at each iteration of the algorithm, only the
best ESU (or no ESU) is selected from the remaining ESUs
according to optimal ESU spectrum access algorithm in
Section 4. The selected ESU is then removed from the set
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of remaining ESUs and added to A to affect the selection of
the next ESU in the next iteration. In Section 6, we show that
increasing M yields only a diminishing gain for the primary
system for the symmetric case where ESUs have similar
(Rayleigh) channel statistics. It follows that increasing Cmax

yields a diminishing gain as well.

Algorithm 1. Iterative ESU Selection

Input: M;Cmax; P0; a; ci; Pi; bi; ci; dij 8i – j 2 N
Output: A : jAj 6 M

1: Initialize A ¼ /;m ¼ 0
2: while m < M do
3: Construct the sets Wm;Fm such that

max
 Þ
Þ

Wm ¼ fC � N ; jCj 6 C : 8j 2 C; ~ujðC;AÞ > 0g; ð25
Fm ¼ fC � N ; jCj 6 Cmax : ~uPðC;AÞ > ~uPð/;AÞg ð26

4: if Wm \ Fm ¼ / then
5: break
6: else
7: C� ¼ arg maxWm\Fm

~uPðC;AÞ
8: A ¼ A [ C�
9: m ¼ mþ jC�j

10: end if
11: end while
The complexity of Algorithm 1 is function in the
parameters M;N and Cmax. In particular, the parameter
Cmax is introduced in the algorithm to reduce the complex-
ity compared to the optimal algorithm that finds best M
ESUs. It can be seen that the worst case complexity is

given by O M
PCmax

k¼1
N
k


 �� �
while the best complexity is

O M
Cmax

PCmax

k¼1
N
k


 �� �
. For example, when Cmax ¼ M ¼ N, the

complexity is Oð2NÞ. However, when Cmax ¼ 1, the com-
plexity is OðMNÞ.

It can be seen that primary utility achieved with Algo-
rithm 1 approaches the optimal utility in some special
cases. For example, it can be shown that Algorithm 1 is
asymptotically optimal as the values of dij increases for
all i; j (for example, when ESUs are collocated and channel
gain from each ESU to another ESU is large), or as eaves-
dropper channel gains are small compared to the primary
and secondary channel gains, which will be verified
numerically in the next section. Specifically, in Section
6.2, we evaluate the performance of Algorithm 1 and com-
pare it to the upper bound optimal case Cmax ¼ M.

6. Performance evaluation

In this section, we evaluate the performance of the pri-
mary network for different ESU spectrum access schemes.
First, we study the case where at most one ESU is granted
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spectrum access. Then we move to the case when multiple
ESUs can be granted spectrum simultaneously.
6.1. Only one ESU spectrum access

Here, we compare the achievable utility when spectrum
access is not granted to ESUs vs. when access is granted
based on the outcome of the multiple ESU game presented
in Section 4. The comparison is done for varying average of
PU channel gain and varying number of ESUs.

First, we present an example of a one-shot game, i.e., a
single time slot. Consider the scenario when N ¼ 3. Let
P0 ¼ 1; ci ¼ 0:5; Pi ¼ 1; i 2 N . We generate a random
sample of the channel gains a; bi; ci; dij, for i; j 2 N ; i – j,
according to an exponential distribution with unit mean.
In this example, a ¼ 0:8253, b ¼ ½1:4219 2:24087 0:2103�,
c ¼ ½0:3226 0:9174 0:1677�, d12 ¼ d21 ¼ 5:7693, d13 ¼
d31 ¼ 0:4287 and d23 ¼ d32 ¼ 1:1485. Given theses, values,
rates can be calculated from as R0

0 ¼ 0, R1
0 ¼ 0:2870,

R2
0 ¼ 0:2414 and R3

0 ¼ 0. For the ESUs, only DR1, DR2 > 0.
Thus, ESU 3 is not willing to switch to transmit mode.
Since R1

0 > R2
0 > R0

0, the base station grants ESU 1 access
to spectrum by choosing sP ¼ 1. Note that ESU 2 is the most
capable eavesdropper in this example.
Next, we evaluate the performance over many time
slots. We focus on Rayleigh fading channels, where the
channel gains are exponentially distributed. We calculate
the average utility over a simulation period of 100,000
time slots, where we assume channel gains to be i.i.d
across time slots. In this case, we assume that the number
of ESUs is fixed during the entire simulation period to
N ¼ 5. In addition, we consider the uniform case across
ESUs where average channel gains are set to E½bi� ¼
E½ci� ¼ E½dij� ¼ 2; i; j 2 N ; i – j. Power cost parameters are
set to ci ¼ 0:1; i 2 N and unit transmission power is
assumed for all nodes in the network. In Fig. 3, the utility of
the primary system is plotted against E½a� when the base sta-
tion grants spectrum access to a selected ESU according to the
algorithm in Section 4. The solid curve shows the utility
achieved by the primary system when ESUs are not granted
access. It is clear that granting access to SUs yields improved
primary utility for all values of PU average channel gain.

We then study how PU utility varies with the number of
ESUs in the network for the same value of parameters con-
sidered in the previous part. In Fig. 4, we plot E½u0� against
a varying number of ESUs for two different values of E½dij�.
It is shown that the advantage of granting spectrum access
to ESUs diminishes for large number of ESUs, since the
probability of existence of more than one ESU with large
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eavesdropper channel gain increases. However, this advan-
tage diminishes at a lower rate if E½dij� is increased (e.g., for
nearby ESUs).

6.2. Multiple ESU spectrum access

In this section, we also consider Rayleigh fading chan-
nels and focus on a uniform case where all ESUs have the
same channels statistics, transmission power constraints
and transmission costs. The performance of Algorithm 1
is evaluated for different values of Cmax.

We fix P0 ¼ Pi ¼ 1; ci ¼ 0:01;8i. To cover different sce-
narios for the channel conditions, we consider different
regimes for the eavesdropper and secondary channel
parameters. In particular, we fix the primary channel aver-
age gain E½a� and study the cases where E½bi� ¼ E½ci�; E½bi� <
E½ci� and E½bi� > E½ci� respectively. For each of these scenar-
ios, we present the results for both the cases of small and
large E½dij�.

First, in Fig. 5, we plot the optimal average primary
utility vs. the total number of ESUs for different M, the
maximum number of ESUs to be granted spectrum.
Exhaustive search is employed to perform the optimal
ESU selection over the set Wm \ Fm each time slot. Here,
E½bi� ¼ E½ci� ¼ 1; 8i and we consider two values for E½dij�.
The utility of the primary system decreases with N for
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Fig. 8. Performance of Algorithm 1 when Cmax ¼ 1; E½bi� ¼ 0:5
any value of M, as in the case in Section 6.1. In addition,
it can be seen that the gain achieved by granting access
to a larger set of ESUs is diminishing for larger values of
M. We also note that the same trend of the achieved utility
for the other regimes (e.g., Fig. 8). Moreover, for larger
E½dij�, this gain diminishes faster. This result can be justified
from (22) by noting that less ESUs are needed to be granted
spectrum access and reduce the eavesdropping rate of
other EUS when inter-ESU channels are stronger.

In Fig. 6, we plot the expected primary utility vs. N for
both the optimal selection rule and Algorithm 1 with
Cmax ¼ 1 for different values of M and E½dij�. It can be seen
that the primary utility achieved by Algorithm 1 exhibits
the same behavior with N;M and E½dij� as in the optimal
case, however with reduced performance.

We also plot the primary utility gap (in percentage)
between the suggested algorithm and the optimal utility
in Fig. 7. First, the gap generally increases with N. For small
values of N, curves matches for the plotted values of M
since all available ESUs can be granted spectrum access.
In addition, we note that the rate of increase in the opti-
mality gap diminishes with increasing M, since both the
optimal utility and that achieved by Algorithm 1 saturate
with M (see Fig. 6). The performance of Algorithm 1
improves for larger ESU mutual interference E½d� (e.g.,
when different ESUs are physically closer to each other).
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; E½ci� ¼ 2; 8i: (a) when E½d� ¼ 1 and (b) when E½d� ¼ 3.
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However, since the optimality gap can be as large as 30%,
we also study the optimality gap for Algorithm 1 when
Cmax ¼ 2. It can be seen that by increasing the complexity
from OðMNÞ to OðMN2Þ, the optimality gap can be largely
decreased (as large as 50% reduction). For example, for
large E½dij�, the gap is reduced from 18% to less than 5%
for N ¼ 10;M ¼ 9. In addition, the rate of increase of the
optimality gap with N is also largely reduced.

Next, we study the optimal primary utility and the per-
formance of Algorithm 1 for a different regime in which
ESUs are physically nearer to the destination than to PU.
Here, we assume that E½bi� ¼ 0:5 and E½ci� ¼ 2 for all i. We
plot the achieved average utilities and optimality gaps in
Figs. 8 and 9, respectively. It can be seen that even though
the values of the achieved optimal primary utility are only
slightly changed with respect to those achieved in the for-
mer regime of channel parameters, the optimality gap of
Algorithm 1 is much smaller, suggesting the favorable
properties of the low complexity algorithm in this regime.
We also observe the same trends of the primary utility
with N;M; E½dij� and Cmax, for the regime with E½bi� ¼ 2
and E½ci� ¼ 0:5, however, with larger absolute values for
the optimality gap (e.g., optimality gap at E½dij� ¼ 1 is
reduced from 35% to 10% for N ¼ 10;M ¼ 4 when Cmax is
increased from 1 to 2).
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Fig. 9. Performance gap between optimal ESU selection and Algorithm 1
Finally, we study the average rates achieved by ESUs.
Without loss of generality, we focus on ESU 1 since all ESUs
have same channels statistics and cost parameters. In
Fig. 10, we plot the average rate E½u1� for different values
of M for three different schemes; the optimal primary
selection rule (exhaustive search), Algorithm 1 with
Cmax ¼ 2 and Algorithm 1 with Cmax ¼ 1. We also focus on
the channel parameters regime E½bi� ¼ E½ci� ¼ 1; 8i. First,
it is clear that the achievable ESU rate decreases with N
since chances that the primary system admits other ESUs
with better channel parameters increase as N increases.
Next, we study the average ESU rate with respect to the
different strategies that can be employed by the primary
system. For a given value of E½dij�, we note that as the pri-
mary system employs a more complex ESU selection
scheme (thus making more accurate ESU admission deci-
sions and improving uPð�Þ), ESU achieves larger rate. In
other words, increasing M and/or Cmax improves both the
achieved average ESU rate as well as the average primary
utility. Lastly, we study the variation of ESU rate with
E½dij�. While the primary system achieves better utilities
as E½dij� increases, this is only the case for ESU rate when
Algorithm 1 is employed. We also observe the same behav-
ior of ESU rate with different parameters for other E½bi� and
E½ci� regimes.
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Fig. 10. Average rate for ESU 1 for different selection schemes when E½bi� ¼ E½ci� ¼ 1; 8i: (a) when E½d� ¼ 1 and (b) when E½d� ¼ 3.
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7. Conclusion

We presented a non-cooperative game theoretical for-
mulation that models eavesdropping and jamming threats
of secondary users to primary systems. In the presented
games, the primary system allows a subset of ESUs to
transmit their information to the common destination,
simultaneously with the primary user’s transmission, to
improve its secure rate. Equilibria of the game, in which
the base station is the leader and ESUs are the followers,
were characterized, where we showed that discrete strat-
egy sets for ESUs are not restrictive for practical scenario
with non-zero transmission cost. The outcome of the Stac-
kelberg game with multiple eavesdropping ESUs implies a
recruiting process. Specifically, the primary system selects
ESUs that effectively jam other ESUs while having mini-
mum interference effect on the signal of PU. Finally, we
proposed a low complexity algorithm to select a subset
of ESUs to be granted spectrum access and evaluated its
performance through simulations.
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