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Modeling deception in a real-world conflict situation is usually difficult. For a better understanding, we study
deception through a fundamental relationship between information and decision-making. Under a
probabilistic framework, we consider a zero-sum game with an asymmetrical structure, where player 1
receives additional information and player 2 has the potential to inject deception. We derive accuracy
conditions on the information obtained by player 1, which can lead to a better decision. The feasibility of
deception is further explored, which is conditioned on the quality of deceptive signals generated by player 2.
We classify deception into passive and active deception.
© 2009 Elsevier B.V. All rights reserved.
1. Introduction
Information plays an important role in decision-making problems,
and the study of their relationship has a wide spectrum covering
artificial intelligence, economics, business, statistics and control
[6,10,11]. A decision-making problem is usually formulated as an
optimization problem with a utility function representing potential
payoffs/costs. However, relevant information available to a decision-
maker is often imperfect [13], such that probabilistic models are often
adopted. Thus, the statistical characteristics of the information are
crucial, which determine the relevance of the problem model created
by the decision-maker and in turn its potential payoffs. Intuitively,
more (relevant) information is helpful in reducing uncertainty, thus
leading to a better payoff. Information value is usually defined through
the difference in the payoff induced by the extra information [6,11]. For
years, this idea has been explored in various fields. In [2], a stochastic
control problem was studied, where it has been shown that inclusion
of potential information (measurement) in the future is helpful in
reducing the uncertainty involved in decision-making at the present
time, and thus a better performance can be attained. A similar idea has
also been discussed in a team setting with more than one decision-
maker [10]. In [16], value of information to a risk-averse decision-
maker was studied under the information system framework.

Information has also been studied in the context of game theory
[3]. It is well known that game theory provides a rigorous tool to
analyze interactions among multiple decision-makers, each with its
own optimization objective. In recent years, game theory has become
l rights reserved.
increasingly important in politics, social sciences, military and
engineering applications, because it can better capture the conflict
nature in a situation involving multiple players. Compared to normal
decision analysis, game analysis can not only offer a decision
suggestion to a decision-maker but also provide a valuable prediction
on its opponents' counteraction. With the recent development in the
technologies of autonomous vehicles and command and control
systems, game theory has become an indispensable tool in modeling
and analyzing dynamic situations in modern military operations
[5,13,20]. These systems rely on a large amount of intelligence infor-
mation to be processed, and apparently, the information fed into the
systems has a substantial impact on the system performance.

The dependence of decision-making on information implies
another interesting direction of research — deception. This is
especially important in a game situation, where players may try all
means to degrade their opponents' decisions to increase their own
returns. In this sense, deception appears to be a useful strategy in hand
for game players.

The theme of deception is to manipulate the decisions of a
decision-maker by changing its base information in favor of a deceiver.
Generally speaking, the purpose of deception is to conceal reality by
inserting “noise”, or to mislead the decision-maker with biased
information. Although deception has received a lot of attention, to
date, the literature on deception is still relatively sparse. In [7], the
effect of deception on decision-making was investigated, and it has
been shown that decisions of a decision-maker can be adjusted by
changing its belief of the state of nature. This idea was further
extended to a bargaining situation between a seller and a buyer in [8].
In [4], a deception game problemwas formulated and the existence of
a value function was proved. The effect of deception has also been
studied through a stochastic pursuit-evasion game where the
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observation of the pursuer is noise-corrupted and depends on the
evader's control [21]. In spite of all of these results, it is still difficult to
directly formulate deception as an additional control input of a
decision-maker in a real-world conflict situation. Questions of when
and how to formulate deception practically remain illusive.

Recent work on deception is motivated by increasing use of
autonomous assets in modern military operations. In [14,15], McE-
neaney and Singh studied deception in a discrete-time stochastic zero-
sum game, where the blue force has an imperfect measurement that
depends on the control of the red force. It is also assumed that the red
force has access to perfect states and full knowledge of the blue force's
observation with its control algorithm. Under these assumptions, it is
clear that the red force needs to solve an optimal control problem since
the blue's control input is fixed and known. In this case, the effect of
deception from the resulting red's strategy is evident. However, as the
authors pointed out, these assumptions are too strong to be practical.
The problem of when and how to model deception remains. A more
direct approach was used by Hespanha et al. [9], where a prototype
zero-summatrix gamewith perfect informationwas reformulated into
a new game with augmented strategy spaces to incorporate observa-
tion and deception. The modified game becomes asymmetric, where
one player is able to generate deception signals and the other may rely
on (additional) observation for decision-making. Nash equilibrium
solutions have been obtained under different cases with respect to the
measurement accuracy, where strategies for both deceptive and anti-
deception players have been derived.

Aside from those two approaches above, in this paper, we study the
feasibility of deception in a game situation in a direct way through a
fundamental relationship between information and decision-making.
Extra information and a related decision function are formulated
explicitly to better reveal the difficulty of modeling deception in real-
world problems.

The main contributions of this paper are: 1) analysis of the role
of information in zero-sum games; 2) derivation of conditions for
effective deception, based on the measurement accuracy of the anti-
deception player and the quality of deceptive signals generated by the
deceiver; 3) generalization of the concept of deception as well as
classification into passive and active deception.

The detailed organization of the paper is as follows. In Section 2, a
general problem is formulated under a framework of zero-sum games
and some players' strategies are discussed. In Section 3, the role of
information is studied in a zero-sum game with an asymmetric
structure, which is closely related to preposterior analysis in [17]. We
show that additional information may benefit a player (designated as
player 1 in the analysis) only if it is sufficiently accurate. Since
additional information is involved, player 1 is exposed to a potential
danger of deception when such information may be manipulated. To
this end, we investigate the conditions for effective deception on the
quality of deceptive signals from a deceiver. In Section 4, an illustrative
example is presented. Concluding remarks are provided in Section 5.

For better presentation of the concepts of the paper and for a
clearer focus on the main ideas, all the detailed proofs of the theorems
are provided in the Appendix A.

2. Game problem formulation

Consider a two-player zero-sum gamewith the following objective
function.

J = X u;ωð Þ ð1Þ

In Eq. (1), uaUpRn and ωaXpRm n;maNð Þ are the inputs of
players 1 and 2 respectively; the sets U and Ω are compact; function
X : U × XYR is continuous in u and ω. Due to the continuity of X
and the compactness of U and Ω, X is bounded and uniformly con-
tinuous on U×Ω. Suppose that player 1 is a minimizer, and player 2 is
a maximizer.

In this game, players may take a security strategy or Nash strategy.
The security-strategy based decision-making focuses on the worst-
case payoff. That is, players 1 and 2 may secure their payoffs by taking
the strategies that solve the following problems.

V̄Jmin
uaU

max
ωaX

X u;ωð Þ
n o

and
¯
VJ max

ωaX
min
uaU

X u;ωð Þ
n o

ð2Þ

Here, V_ and V ̄ are called lower and upper value of the game. In general,
V_≤V ̄. The decisions derived from problems (Eq. (2)) are conservative,
because there is an implicit assumption that their opponent is
omniscient. Holding this assumption, each player voluntarily takes
an information-inferior position and gives up opportunities of
exploring further game information.

A Nash equilibrium (in pure or mixed strategies) is another game
solution concept, which is also called saddle-point equilibrium in zero-
sum games. A Nash equilibrium in pure strategies is defined as: a pair
(u⁎, ω⁎) is called a Nash equilibrium if there exist u⁎2U and ω⁎2Ω,
such that X(u⁎, ω)≤X (u⁎, ω⁎)≤X (u, ω⁎) for any u2U and ω2Ω.

Remark 1. If the set U and Ω are nonempty, compact and convex and
the continuous function X(·,·) is strictly convex in u and strictly
concave in ω, the game admits a Nash equilibrium in pure strategies
(c.f. Theorem 4.3 in [3]).

In what follows, we introduce some facts that are relevant to the
development of this paper. Readers may find that some proofs in the
Appendix A already exist in the literature. For the readers' conve-
nience, we include them here to make the paper self-contained.

Proposition 1. There exists a pure-strategy Nash equilibrium (u⁎, ω⁎) if
and only if V=V,̄ that is, V=X(u⁎, ω⁎)= V̄.

Proposition 1 states that if a pure Nash strategy exists, both players
can uniquely ensure their security-level payoffs. In this case, we think
that a pure Nash strategy (u⁎, v⁎), if it exists, is a sensible choice for
both players, and there is no uncertainty in decision-making. It should
be noted that if there are multiple equilibria, the equilibria are
interchangeable [3, pp.22]. Thus, it is more interesting to study the
case when no pure-strategy Nash exists. Henceforth, we focus on the
class of games that only admit Nash equilibria in mixed strategies.

We first show that the performance of security-level strategies
may be improved from either player's perspective by using mixed
Nash strategies. For player 1 (player 2), it is convenient to define a
mixed strategy γ1 (γ2) as a Borel probability measure over U (or Ω).
Denote by Ψi the set of possible mixed strategies of player i (i=1, 2).
Here, given a strategy pair (γ1, γ2), the expected value of the cost
function Eγ1, γ2

{X (u, ω)} is

Eγ1 ;γ2
X u;ωð Þf g =

Z
U

Z
X
X u;ωð Þdγ1 uð Þdγ2 ωð Þ:

Definition 1. A mixed strategy pair (γ1⁎, γ2⁎)2Ψ1×Ψ2 is a Nash
equilibrium if it satisfies

Eγ1⁎;γ2
X u;ωð Þf g V Eγ1⁎;γ2⁎

X u;ωð Þf g V Eγ1 ;γ2⁎
X u;ωð Þf g for anyγ1aW1

andγ2aW2:

Remark 2. If the sets U and Ω are nonempty, compact and function
X(·,·) is continuous in u and ω, there exists a Nash (saddle-point)
equilibrium in mixed strategies (c.f. Theorem 4.7 in [3]).
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Now, we define

G uð ÞJEγ2⁎ ju X u;ωð Þf g =
Z
X
X u;ωð Þdγ2⁎ ωð Þ; and

H ωð ÞJEγ1⁎ jω X u;ωð Þf g =
Z
U
X u;ωð Þdγ1⁎ uð Þ:

Here, function G(u) and H(ω) are the payoffs of players 1 and 2
respectively, inwhich either player employs a deterministic strategy u
or ω against the mixed Nash strategy from the other player. Note that
the infimum of G(u) and the supremum of H(ω) are attainable on U
and Ω respectively. We denote the payoff associated with a mixed
Nash strategy pair by

VNJEγ1⁎;γ2⁎
X u;ωð Þf g: ð3Þ

Proposition 2.

(i) VN = min
uaU

G uð Þf g = max
ωaX

H ωð Þf g;

(ii) Define the set ŪJfuaU jG uð ÞN min
uaU

G uð Þf gg and X̄JfωaX j
H ωð Þ b max

ωaX
fH ωð Þgg. The following properties are satisfied:

∫
Ū
dγ1⁎(u)=0; ∫

Ω̄
dγ2⁎(ω)=0.

Proposition 2 illustrates another appealing fact that by using a
mixed Nash strategy, either player makes its opponent ignorant of its
choices in the set U− Ū with randomization.

Proposition 3. If the game admits no pure-strategy Nash equilibrium, at
least one of the following is true: V ̄ NVN or V_bVN, where VN is defined in
Eq. (3).

Proposition 3 states that on average, both players may improve
their payoffs by using a mixed Nash strategy instead of a security-level
strategy. However, this improvement results from intrinsic uncertain-
ties induced by certain game structure. Each player can exploit this
uncertainty to “deceive” the other player by randomization, such that
its opponent cannot infer its strategy and take a direct adversarial
reaction. It should be noted that the use of mixed-strategies implies
that a game be playedmany times tomake predictions on the payoff of
game outcomes credible. Namely, assertions given in Proposition 3 are
only valid in the average sense. Yet, if the game is played only once,
game outcome can be largely uncertain. For this reason, in a conflict
situation where players have uneven available resources, the “super-
ior” player, who is more powerful in obtaining useful information,
may resort to additional information to reduce uncertainty and make
better decisions.

3. Information and deception in games

We have shown that players may get better payoffs by exploiting
uncertainties induced by game structure. In this section, based on an
asymmetric game structure, we investigate performance enhance-
ment for a superior player by considering additional information, and
its potential vulnerability to deception.

3.1. Value of information in games

We first study the role of extra information in decision-making in a
game situation. Specifically, we assume that player 1 has an
informational advantage, i.e., it has access to additional information
naΞpRl. Here, ξ is a noise-corrupted observation of ω, the strategy
played by player 2. The random vector ξ has a known conditional
probability distribution p(ξ|ω), and is available for player 1 to make
decisions. Note that here the game is no longer symmetric. Player 1
exclusively has the additional information ξ, which is not known to its
opponent. Introduction of ξ here is to model a game case that involves
a dominant player, who has access to more resources in decision-
making. In modern military applications, it is often seen that more
powerful players rely on their intelligence information in making
strategic decisions. By collecting all possible information, they try to
estimate the enemies' moves and then decide appropriate reactions.
Relevant scenarios can be found in [9].

In contrast to a decision-making problem with a single decision-
maker, where any relevant information is beneficial [2], in games, the
accuracy of additional information has to be high enough to enhance
player 1's decisions. In what follows, we derive conditions on the
accuracy of information for a better decision.

The scopeof theproblems to be considered is specified as follows.We
focus on games with the objective X(u, ω) that admit no pure-strategy
Nash equilibrium. Suppose that min

uaU
X u;ωð ÞVmax

ωaX
min
uaU

X u;ωð Þ
n o

b VN

for anyω2Ω. This is a reasonable assumptionbyProposition3, and it can
also be written as

(A1) For each ωaΩ, there exists a constant δ (ω)N0 such that
min
uaU

X u;ωð Þ V VN − δ ωð Þ.

Let observation ξ be described by function ξ=h(ω, v), where vaΘ is
a random variable representing the disturbance and its characteristics
are specified by the known (conditional) distribution p(v|ω). Suppose
that function h: Ω×Θ→Ξ satisfies the following conditions:

1Þ Given any vaΘ; h is continuosly differentiable with respect to ω
and the derivative hω satisfies that jjhωjjz C1 for any vaΘ and
some C1 N 0; ð4:1Þ

2Þ jjh ω; v1ð Þ− h ω; v2ð Þjj V C2jjv1 − v2jj for any v1; v2aΘ;ωaX and
some C2 N 0; and ð4:2Þ

3Þ for all vaΘ; the inverse of h fromΞ to X exists; and hω is
invertible for allωaX:

ð4:3Þ

Here, hω is the derivative of h with respect to ω. Condition (4.1)
specifies the minimum “resolution” of player 1's observation,
whereas Eq. (4.2) indicates that the influence of disturbance v on
observation ξ is bounded. Given function h and p(v|ω), conditional
probability p(ξ|ω) can be derived. We define function hv

−1: Ξ→Ω
as the inverse function of h for a given vaΘ, i.e., hv−1(ξ)=ωwith ξ=h
(ω, v). Next, we define a mappingФX: Ω→U as

ΦX ωð ÞJ argmin
uaU

X u;ωð Þf g ð5Þ

Note that Eq. (5) can be a decision function of player 1 if it is provided
with the perfect observation of ω. In the following, we introduce two
lemmas that are essential for the development of the main results. The
proofs are provided in the Appendix A.

Lemma 1. The function W ωð ÞJmin
uaU

X u;ωð Þf g is uniformly continuous.

Lemma 2. lim
ωYω0

X ΦX ωð Þ;ω0ð Þ = X ΦX ω0ð Þ;ω0ð Þ for any ω0aΩ.

In reality, player 1's observation ξ is not perfect, and therefore, its
decision function may be defined through the following optimization
problem.

/ nð Þ = argmin
uaU

X u; ω̂ ·jn
� �n o

= ΦX ω̂ ·jn
� �

ð6Þ

Here, ϕ: Ξ→U is the decision function; ω̂·|ξ represents the estimate of
player 2's strategy given player 1's observation ξ. To illustrate themain
idea of the paper, we adopt a simple form of the estimation as ω̂·|ξ=h0

−1
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(ξ), where h0
−1 is the inverse of function h given v=0. This estimation

model indicates player 1 strongly believes in its observation so as to
ignore the disturbance by using v=0. Next, we analyze some properties
under the decision functionϕ in Eq. (6). First, by assumption (A1), given
anyω2Ω, 0bδ−(ω)=VN−X (ФX(ω),ω). Here, we denote by δ− (ω) the
maximum δ(ω), underwhich the equality in (A1) holds. From Lemma 2,
for any 0bλb1, there exists r(λ)N0, such that

VN − X ΦX ωVð Þ;ωð Þ N λδ− ωð Þ for any jjωV− ωjj V r λð Þ: ð7Þ

Now, for any scalar α N0, we define a quantity ρω(α) as

ρω αð Þ =
Z
jj v jj N α

p v jωð Þdv: ð8Þ

Note that here p(v|ω) is the conditional probability of disturbance given
ω. Clearly, ρω(α) in Eq. (8) is the probability that ∥v∥Nα. Let
M ωð Þ = max

uaU
X u;ωð Þf g. The main theorem is presented below.

Theorem 1. Suppose that (A1) and Eqs. (4.1)–(4.3) hold. For anyωaΩ, if
there exists 0bλb1, such that ρω(C1r(λ)/C2)≤λδ−(ω)/(M(ω)−VN+
λδ−(ω)), then max

ωaX
EnX / nð Þ;ωð Þf g b VN . Here, VN is defined in Eq. (3);

r(λ) is given in Eq. (7); C1, C2 are those in Eqs. (4.1)–(4.3).

Here, ρω(α) in Eq. (8) can be regarded as an accuracy measure of
observation ξ. Theorem 1 shows that if player 1's observation is
sufficiently accurate, he can obtain extra payoff by making decisions
based on extra information ξ, compared to simply using Nash strat-
egies. In contrast to a decision problem with a single decision-maker,
where additional information is always beneficial [2], in a zero-sum
game, such information must be sufficiently accurate to be useful. The
minimum accuracy requirement on such information depends on the
game structure. In Theorem 1, from the accuracy condition on ρω, the
smaller δ−(ω) is, the higher accuracy of the observation is needed.
Note that a smaller δ−(ω) implies a less room in performance
improvement for player 1. On the other hand, a larger M(ω) also
entails a more accurate observation. The reason is that the term M(ω)
orM(ω)−VN in the denominator on the Right Hand Side (RHS) of the
inequality can be viewed as an estimate of potential penalty for wrong
decisions caused by a poor observation ξ. A larger M(ω) means a
bigger possible penalty for a wrong decision, and thus, higher
observation accuracy is needed to reduce the chance of bad decisions.

We define the value of information in a zero-sum game through
the performance improvement. A similar approach has been used to
quantify information value in a decision-making problem with a
single decision-maker [6,11]. We first define V/ = max

ωaX
EnX / nð Þ;ωð Þf g

and V⁎ = min
/

V/
� �

. Here, the subscript ϕ in Vϕ indicates the
dependence on ϕ. Compared to the cost function under Nash
equilibrium VN, the value of information ξ, IG(ξ), can be defined as
IG(ξ)=VN−V ⁎. In the extreme case when ξ=ω, the upper-bound of
the information value is attained, which is IG

P

= VN −
¯
V z 0. Here, VN

and V both depend on game structure, so does the information value
in games. Intuitively, a larger IG

P

implies a greater need for extra
information in decision-making in a game.

3.2. Effective deception

Although additional information ξ can benefit a player with an
informational advantage, the dependence on additional information
exposes the player to the danger of deception, especially in a conflict
situation. In the example above, if player 2 knows that player 1 makes
decisions based on observation ξ, it may opt to manipulate ξ in its own
favor to deceive player 1 when possible. In what follows, we will
investigate the feasibility of intentional deception from player 2.
A general requirement for deception to be effective is that
fraudulent signals generated by player 2 can reach player 1 and affect
its decisions. Under the same framework as above, we further assume:

(A2) Player 1 believes that his observation ξ is sufficiently accurate
and relies on ξ to make decisions;

(A3) Player 2 can influence player 1's observation ξ to degrade its
estimation by deception.

This paper is to seek better understanding of deception and
difficulties in using deception. Therefore, to avoid irrelevant compli-
cations, we will not jump into specific deception techniques such as
jamming and camouflage, etc that have been used in practice. The
following discussion is at a high level.

We introduce a deceptive signal ω̄aΩ (a fake input), by which
player 2 is able to interfere with player 1's observation ξ. Suppose
that the deceptive signal ω̄ depends on its strategic decision ω. We
use pD(ω̄|ω) to denote the conditional probability (distribution) that
player 2 successfully creates a deceptive signal ω̄ while in fact playing
ω. Here, signal ω̄ is introduced to disturb player 1's observation to
create confusions. To player 1, player 2 appears to take ω̄ instead of ω.
We refer to pD(ω̄|ω) as deception probability distribution. Moreover,
assume that player 1's observation ξ depends on ω̄, and the
conditional probability p̄(ξ|ω̄, ω) is used to characterize ξ given both
ω̄ and ω. Without deception, i.e., ω̄=ω, it reduces to the game
problem discussed in the previous section. In general, ω̄≠ω, and the
conditional probability distribution of ξ given ω can be calculated as

p̃ n jωð Þ =
Z
X
p̄ n jω̄;ωð ÞpD ω̄ jωð Þdω̄:

Generally speaking, player 2 wants to distort player 1's observation
ξ in its own favor. In an extreme case, under perfect deception, pD(ω′|
ω)=δ(ω′− ω̄). Suppose that p̄(ξ|ω̄, ω)=p(ξ|ω̄), that is, player 1's
observation ξ solely depends on player 2's deceptive signal ω̄. Here,
p(ξ|ω̄) can be viewed as the conditional distribution considered in
the previous section without deception with ω̄ replaced by ω. Under
these conditions, p~(ξ|ω)=p(ξ|ω̄).

To better illustrate themain idea of the paper and avoid unnecessary
complications, in our following discussion, we adopt a simplified
measurement model. Similar conclusions may be drawn for more
general situations. Suppose that player 1's observation is ξ=h(ω̄, v),
which solely depends on the deceptive signal ω̄ and disturbance v. This
model is the same as that adopted in the preceding section except that
here the observation depends on the deception signal ω̄ instead of the
trueω. Let function h here still satisfy the conditions given in Eqs. (4.1)–
(4.3). Assume that the disturbance v only depends on ω̄, and is
characterized by the conditional distribution p(v|ω̄). Suppose that
player 1 uses the same decision function ϕ in Eq. (6), but here its
decision is associated with the false ω̄ instead of the true ω.
Furthermore, let Pω̄ denote the probability that player 2 can successfully
generate deceptive signal ω̄. If player 2 fails, we assume that player 1
can directly observeω subject to disturbance. In the way, the deception
probability distribution becomes a discrete distribution as pD(ω′|ω)=
Pω̄δ(ω′−ω̄)+(1−Pω̄)δ(ω′−ω). We also assume that there exist ω,
ω̄aΩ, such that

X ΦX ω̄ð Þ;ωð Þ− VN z δ for some δ N 0; ð9Þ

whereФX is defined in Eq. (5). Denote by δ+ themaximum of δ, under
which, the equality in Eq. (9) holds. The assumption in Eq. (9) ensures
that the possibility for player 2 to improve its Nash performance by
playing ω and at the same time deceiving player 1 by ω̄. Furthermore,
define L ωð Þ = min

uaU
X u;ωð Þ, and clearly L(ω)≤V

̄
≤VN for any ω2Ω.

Suppose that function ФX(ω) is continuous in ω, such that function
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X(ФX(ω̄),ω) is continuous in ω̄. Thus, it follows from Eq. (9) that
given any 0bλb1, there exist r ̄(λ)N0 such that

X ΦX ω̃ð Þ;ωð Þ− VN N λδþ for any jjω̃ − ω̄jj V r̄ λð Þ: ð10Þ

The following theorem provides sufficient conditions such that
player 2 can improve its payoff with effective deception strategies.

Theorem 2. Suppose that Eqs. (4.1)–(4.3) and (9) hold, and ФX(ω) is
continuous in ω. If there exists 0bλb1 such that

iÞ ρω̄ C1 r̄ λð Þ= C2ð Þ V λδþ

λδþ + VN − L ωð Þ and

iiÞ Pω̄ z
VN − L ωð Þ

1− ρω̄ C1 r̄ λð Þ= C2ð Þð Þ VN + λδþ − L ωð Þð Þ ;

then EξX(ϕ(ξ), ω)NVN, where ξ=h(ω̄, v); VN is given in Eq. (3); C1, C2
are given in Eqs. (4.1)–(4.3); r ̄(λ) is specified in Eq. (10); ρω̄ is defined
in Eq. (8).

It should be noted that in Theorem 2, the RHS of condition ii) is no
greater than 1 if and only if condition i) is satisfied. Similar to its
counterpart in Theorem 1, condition i) here is relevant to player 1's
measurement accuracy. However, in the current context, it only
represents player 1's confidence about its measurement accuracy, and
its measurement in fact is largely distorted in the presence of
deception from player 2. On the other hand, condition ii) here
suggests a minimum probability of successful generating a deception
signal for player 2. Its dependence on condition i) indicates that
effective deception from player 2 mandates that player 1 believe in its
measurement and deviate from its Nash strategy. Specifically, the
smaller ρω̄ in condition i) is, i.e., the higher the level of confidence of
the measurement, the less stringent the condition is for player 2 to
succeed in generating a useful fraudulent signal. This result confirms
the two assumptions (A1) and (A2), and reveals the difficulty in
achieving successful deception in practice. Furthermore, condition
i) in Theorem 2 is almost the same as the counterpart in Theorem 1
because of the similarities in VN−L(ω) and M(ω)−VN as well as in
δ+ and δ−(ω), where the former terms represent a potential penalty if
observation-based decision (or deception) fails, and the latter terms
stand for the extra room for performance enhancement (by different
players).

Theorem 2 shows basic difficulties in application of deception in
real-world conflict situations, which are conditioned on the accuracy
of player 1's measurement and the effectiveness of deception signals
by player 2. In practice, these conditions may not be true. Then, an
interesting question would be, from player 2's perspective, what he
shall do if he perceives that those conditions may not be satisfied.
There are two possible strategies depending on player 2's assessment
of the accuracy of player 1's observation. In the first approach, if he
senses that player 1 is not so confident about its measurement ξ and
not likely to make decisions based on ξ, player 2 may simply choose a
Nash strategy. In this case, if player 1 also uses a Nash strategy, Nash
value VN is the payoff for both players. If player 1 does not play Nash
strategies, player 2 can assess its possible payoff as follows. With
player 2 taking a Nash strategy and player 1 using decision function ϕ̂,
the outcome of the game can be written as Eγ2⁎

{Eξ̂X(ϕ̂,ω)}. Here, ϕ̂(·)
is the player 2's estimation of player 1's decision strategy. Clearly, a
lower bound of player 2's game payoffs can be determined as
Eγ2⁎

min
u

X u;ωð Þ
n o

, where player 1 may turn out to precisely knows ω.

On the other hand, when player 2 believes that he is in an
informationally inferior position, for which player 1 can benefit from
its intelligence information to deviate from Nash strategies, the
accuracy condition given in Theorem 1 can provide a clue on what
kind of strategy that player 2 might possibly takes. The accuracy
condition is rewritten as

ρω C1r λð Þ= C2ð Þ V λδ− ωð Þ= M ωð Þ− VN + λδ− ωð Þð Þ for some0 b λ b 1:

Clearly, the condition becomes more stringent with a smaller
δ−(ω). This observation suggests that player 2 chooses ωs such that
δ−(ωs) attains its minimum. From the assumption (A1),ωs is exactly a
security-level strategy for player 2. This observation can be inter-
preted by the fact that when facing an informational disadvantage,
player 2 can, on one hand, use a security-level strategyωs to minimize
its potential loss, and on the other hand, makes it harder for player 1 to
use its measured information because a more accurate measurement
is required. Player 1 may suffer if it sticks to its measurements, which
also lead to a better performance for player 2. In this case, player 2's
performance can explicitly be written as Eξ̂X(ϕ̂(ξ̂),ωs), and the lower
bound of the performance is V. It should be noted that in the both
cases above, the analysis is conducted from the player 2's perspective.

3.3. Summary and discussion

Thus far, we have investigated the role of information in zero-sum
games with uncertainties. We first show that in a zero-sum game,
additional information can reduce uncertainty such that the resulting
decisions are more focused. However, sufficient accuracy of the in-
formation is necessary. Theorem 1 provides a set of sufficient con-
ditions under which player 1 can improve his decision payoff
compared to Nash strategies, Nevertheless, this additional informa-
tion is two-edged because the dependence on additional information
makes the player vulnerable to possible intentional deception. To this
end, we have derived sufficient conditions for effective deception. In
Theorem 2, conditions on player 1's measurement accuracy and
qualities of deception signals from player 2 are inter-dependent. We
have shown that the deceptive player is able to attain a better
performance compared to Nash with effective deception.

An observation in [10] may shed light on deception, in which it is
argued that a player does not need to know the strategy of the other
player given the information that player has. From this perspective,
deception can be viewed as one step forward, i.e., to influence other
players' decisions by manipulating their information in the deceiver's
favor. Successful deception may either conceal reality from or mislead
the decision-maker. In this sense, mixed strategies may be viewed as a
natural deception mechanism in games with no pure Nash solution, in
which both players can make use of intrinsic uncertainties induced by
game structure. By abandoning pure strategies, each player makes its
strategy unpredictable, such that no direct adversarial reactions can
be derived by its opponent. This randomization helps conceal both
players' intents in one play, and their performance can be improved
compared to security-level strategies on the average. This type of
deception that is rooted in game structure can be used by both players.
Since no additional (biased) signal is generated, we can call it passive
deception. The function of deception is achieved by concealing reality
with “noises”. The interesting discovery of “sowing doubt” in a two-
person repeated game with incomplete information studied in [12] is
also an excellent example of passive deception.

Another kind of deception that is of greater interest in practice is
what we have mainly discussed in this paper. It is more sophisticated
and requires additional assumptions and conditions to be feasible.
Other than randomization, it is essential for the deceptive player to
generate deceptive signals of high fidelity containing biased informa-
tion to mislead its opponent. To differentiate it from the passive
deception, we call it active deception. With active deception, a player
can not only reduce the chance of direct counter-reaction from the
opponent, but also increase the chance that its opponent makes a
wrong decision based on the misleading signal received. The players
in a game are no longer symmetric. It is evident that there are two



Fig. 1. Illustration of deception in games.
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fundamental requirements: 1) dependence on additional information
of the decision-making by the anti-deception player, and 2) ability of
manipulating such information by the deceptive player. It should be
noted that deception strategies have also been recently studied by
McEneaney and Singh [14,15], and the game model adopted therein
satisfies these conditions so that “deception enabled” strategies
become possible. We depict the concept of deception in the game
studied in this paper through a block diagram shown in Fig. 1.

Under the current framework, a game with active deception may
not be repeated once deception is detected, and then, the anti-
deception player can simply change its current strategy or abandon
the “contaminated” information obtained. Therefore, the same
deception signal would no long be effective. Although this paper
only focuses on analysis of decision-making prior to a single game
play, it should be noted that related study has been conduced under
the framework of repeated games [1,12]. The study there emphasizes
on convergence in players' behaviors in the long term, which is out of
the scope of this paper.

In summary, this paper shows difficulties in application of
deception in a game situation. It has illustrated that even in a two-
person zero-sum game, strong conditions are necessary. It would not
be surprising to see more stringent conditions are needed in a more
general setting of multi-player noncooperative games. The current
results on deception can be extended to certain classes of multi-player
games. One area is the games involving additional player of Nature,
who induces extra uncertainties to other players. The other is
hierarchical Stackelberg games with one leader and multiple
followers, where deceptive strategies may be designed to help the
leader to achieve better payoff against its followers. Application of
such games can be found in [19].

4. An illustrative example: a zero-sum matrix game

4.1. Game model and conventional solutions

In this section, we apply the main results of the paper to a simple
2×2 matrix zero-sum game, for which the cost function of the players
is given in Table 1. Player 1 is the minimizer while Player 2 is the
maximizer. Assume that the cost terms in Table 1 satisfy the
inequality: C12bC21bC22bC11. Under this condition, the game admits
no pure-strategy Nash equilibrium. Player 1's security-level strategy
can be determined by solving V̄ = min

i
max

j
Cij

� �
for i, j2{1, 2}, and

V ̄=C22. Similarly, player 2 can secure its payoff at V=C21 by choosing
1. Let γi=[γ1

i , γ2
i ]T (i=1, 2) denote a mixed strategy of player i, where

the superscript stands for player i and the subscript stands for the
Table 1
Cost of the zero-sum game.

Player 2

Player 1
C11 C12
C21 C22
input alternatives. Here, γ1
i , γ2

i ≥0 and γ1
i +γ2

i =1. A Nash equilibrium
of this game γ1⁎, γ2⁎ is given in Eq. (11).

γ1⁎
;γ2⁎

� �
=

Δh2
Δh1 + Δh2

;
Δh1

Δh1 + Δh2

� �T
;

Δv2
Δv1 + Δv2

;
Δv1

Δv1 + Δv2

� �T� 	
ð11Þ

Here, Δh1=C11−C12; Δh2=C22−C21; Δv1=C11−C21; and Δv2=
C22−C12. By the inequality condition imposed on the costs, Δh1, Δh2,
Δv1 and Δv2 are all positive. The performance under (γ1⁎, γ2⁎) is VN=
C22−Δv2·γ1

1⁎. Thus, we have V ̅=C22NVN. On the other hand, VN can
also be written as C21+Δh2·γ2

2⁎, which implies V N̅VNNV. With no
pure Nash strategy, uncertainty in the game structure offers an op-
portunity to improve the payoffs for both players by randomization.

This game can be viewed as a generalization of some military
applications. For instance, suppose that there are the blue and the red
forces in a battlefield. Let player 1 (blue) be the defender, who needs
to decide where to hide some important assets in one of the two sites.
Each site has certain (unequal) number of defending forces. Player 2
(red) is the attacker, who will choose one of the sites to attack. Sup-
pose that site 2 has more defending forces than site 1. The terms in
Table 1 can be used to measure the game outcome for each pair of the
players' decisions. Note that here only mixed-strategy Nash solutions
exist, and based on which players' strategies are probabilistic.
Probabilistic decisions are meaningful only if the game is repeated
for many times, which may not be possible in practice. Thus, mixed
Nash strategies are usually not satisfactory for the blue force, neither is
the security-level strategy. In reality, it is usually seen that the blue,
the superior player, resorts to additional intelligence information to
reduce uncertainty in its decision-making.

4.2. Decision-making based on additional information

We first derive a decision function for player 1, who has an infor-
mational advantage. Denote the set of all possible actions of player i by
Ai, i.e., Ai={1, 2}. To reduce irrelevant complications, we consider a
simple observation model for player 1, in which the measurement is
binary, i.e., y2Y≜{1, 2}. Denote the conditional probability of y given
a22A2 by p(y|a2). The decision problem of player 1 is to find a function
ϕ: Y→A1, such that the following objective is minimized.

J /ð Þ = max
a2aA2

X
yaY

Ci/ j
· p y ja2 = jð Þ

( )
; i/; ja 1;2f g subject to i/ = / yð Þ:

ð12Þ

Let V1Jmin
/

J /ð Þf g. There are 4 possible feedback strategies, which
are listed below.

/1 yð Þ = f1 if y = 1
1 if y = 2 ;

/3 yð Þ = f2 if y = 1
1 if y = 2 ;

/2 yð Þ = f1 if y = 1
2 if y = 2 ;

/4 yð Þ = 2 if y = 1
2 if y = 2 :



ð13Þ
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Without loss of generality, we assume that

p 1 j1ð Þzp 2 j1ð Þ andp 2 j2ð Þzp 1 j2ð Þ; ð14Þ

and if it is not the case, we can simply change the labeling of y.

Proposition 4. V1Jmin
/

Jf g = min C22;Vf g, where

V = max p 1 j1ð Þ · C21 + p 2 j1ð Þ · C11; p 1 j2ð Þ · C22 + p 2 j2ð Þ · C12f g:

Proposition 5. If p(1|1)=p(2|2)=1, or if p(1|1)=p(2|2)b1, and
p 1 j1ð Þ
p 2 j1ð ÞN max α1;α2f g, p 2 j2ð Þ

p 1 j2ð Þ N α2, then V1bVN with α1=(C11−C22)/
(C22−C21) and α2=max{γ2

1⁎/γ1
1⁎, γ1

1⁎/γ2
1⁎}.

Note that probabilities p(y|a2), y, a2=1, 2 characterize player 1's
observation accuracy. From Proposition 5, if player 1's measurement
y is sufficiently accurate, player 1 can improve a Nash strategy by
making use of the minimizing strategy with respect to Eq. (12).

4.3. Information and deception

Regarding deception, we assume that player 1 is confident about
his measurement and adopts ϕ3(·) in Eq. (13). Please note that ϕ3(·)
is optimal under the conditions in Proposition 5, and please refer to
the proof in the Appendix A. Player 2, facing an informational dis-
advantage, would exploit a possibility of deception. Let PD(ā2|a2) be
the deception probability of player 2, where ā2 is the deceptive signal
introduced with a2 as the actual strategy (ā2, a2=1, 2). Player 1's
measurement y is described by the conditional probability distri-
bution p′(y|ā2, a2). Here, we assume that if player 2 fails to create a
fake signal ā2, i.e., ā2=a2, as a penalty, player 1 can detect player 2's
true action. That is to say,

pV y j ā2; a2ð Þ = 1 y = a2
0 y ≠ a2

if ā2 = a2:



ð15Þ

If ā2≠a2, assume that p′(y|ā2,a)=p(y|ā2), where p(y|ā2) is the
same as the conditional probability in Eq. (14). In this case, ā2
appears as the true action of player 2 to player 1. For simplicity,
assume that p(1|1)=p(2|2)=ηN1/2. When player 1 uses strategy
ϕ3, player 2's payoff with deception is

VD = max
jaA2

X
yaY

X
kaA2

Cij · pV y jk; jð ÞPD k j jð Þ
8<
:

9=
;with

i = /3 yð Þ and i; j; k = 1;2:

By Eq. (15), VD can be simplified as

VD = max
jaA2

X
yaY

Cij · pV y jk; jð ÞPD k j jð Þ
( )

with i = /3 yð Þ;

ij = /3 jð Þ; i; j; k = 1;2 and k ≠ j:

Proposition 6. Suppose that player 1 uses ϕ3 in Eq. (13) and p(1|1)=
p′(1|1,2)=p(2|2)=p′(2|2,1)=ηN1/2.

(i) if PD(2|1) and PD(1|2)Nβ1 with β1 = 1 − η
η , then VDNV1;

(ii) if PD(2|1) and PD(1|2)Nβ2 with β2 = max γ1⁎
1
η ;

γ1⁎
2
η

n o
with

ηNmax{γ1
1⁎, γ2

1⁎}, then VDNVN.

In Proposition 6, sufficient conditions are provided for player 2 to use
effective deception, and the conclusions are very similar to the
theoretical results discussed in Section 3.

This prototype matrix game is also related to and can further
explain some phenomena discovered by Hespanha et al. [9], where a
similar matrix game is studied. Unlike the approach used in this
paper, decision-making based on an additional measurement by the
anti-deception player is not explicitly treated in [9]. Instead, the
influence of the measurement accuracy was demonstrated through
the resulting dominant Nash equilibria. In this paper, a decision
function is designed explicitly to eliminate possible dominated
strategies in the final results. With this approach, the importance of
additional information in games becomes more evident, and pos-
sible decision enhancement can be conditioned on the measure-
ment accuracy. In [9], one interesting case was studied when player
1's measurement is fully controlled by the other player, which was
called “full manipulation of information”. It was argued that both
players would stick to their original Nash equilibrium strategies in
this situation. This is not hard to understand because here player 1's
measurement is totally unreliable. From a statistics point of view,
no information is contained in its observation. That is, P(1|1)=
P(2|1)=1/2 and P(1|2)=P(2|2)=1/2. Accordingly, the a posteriori
probability P(a2|y) is

P a2 jyð Þ = P a2ð Þ · P y ja2ð ÞX
a2aA2

P a2ð Þ · P y ja2ð Þ =
P a2ð Þ · P y ja2ð Þ

P 1ð Þ · P y j1ð Þ + P 2ð Þ · P y j2ð Þ

= P a2ð Þ; a2; ya 1;2f g:

Therefore, the original Nash equilibrium may be the only rational
choice.

5. Conclusions

In this paper, we have examined the conditions for active
deception, which provide insights for understanding the difficulty in
modeling deception in real-world conflict situations. Intuitively, the
manipulability of information seems to provide an extra control
maneuver for the deceptive player, but in practice, it is usually difficult
to model deception as a direct control because additional conditions
are required. In this paper, we have first investigated the role of
information in games. In contrast to a decision problem with a single
decision-maker, useful information in games should be sufficiently
accurate to suggest a better decision, and accuracy conditions have
been derived based on the game structure. We have further shown
that the deceptive player, if possible, can exploit the dependence on
extra information from the anti-deception player, but only when
deceptive signals to be generated are hard to detect.

Based on the conditions for effective deception derived in this
paper, difficulties of modeling deception in real-world problems
become evident. In the literature, deception problems that have been
addressed are all formulated in such a way that assumptions (A2) and
(A3) are embedded. In certain applications, situations are changing
dynamically such that introduction of deception can change from
being beneficial to being harmful or vice versa. Although the dis-
cussion in this paper is mostly at a high level, it can shed light on the
question of when and how to take deception into account when
necessary. This is of great importance in command and control sys-
tems where a large amount of heterogeneous information needs to be
fused for situation awareness and predictions. Particular precautions
should be taken when necessary conditions are satisfied and the
potential of being deceived is high.

It is worth noting that a game with active deception cannot be
repeated because once deception is detected, the anti-deceptionplayer
can simply change its current strategy or abandon the “contaminated”
information obtained. Thus, the same deception signal is no long
effective. This may suggest a research direction in the context of
learning and repeated games.

Future research also includes extension tomulti-player games, e.g.,
hierarchical Stackelberg gameswith one leader andmultiple followers
as well as games with a dynamic information structure.
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Appendix A

Proof of Proposition 1. For the sufficiency, suppose that V ̅=X(ū,ω̄)
and V̲=X(u̲,ω)̲, thus

X ū;ωð ÞV X ū; ω̄ð Þ = V̄ =
¯
V = X u

¯
;ω
¯
ÞV X u;ω

¯
Þðð

for any u2U and ω2Ω. Here, let ω=ω and u=ū, it is easy to get
V ̅=V=X(ū,ω). Then, X(ū,ω)≤X(ū,ω)≤X(u,ω) for any u2U and
ω2Ω, which implies (u ̄,ω) is a Nash pair.

For the necessity, by the definitions of V and V ̅ as well as Nash
equilibrium, we have V≤̅X(u⁎,ω⁎)≤V. Since V≤V,̅ we have V=V.̅ □

Proof of Proposition 2.

(i) We prove the first equality, VN = min
uaU

Eγ⁎
2 ju X u;ωð Þf g

n o
. The

second equality can be proved similarly. Define ū as

Eγ⁎
2 j ū X ū;ωð Þf g = min

uaU
Eγ⁎

2 ju X u;ωð Þf g
n o

. Define a mixed strat-

egy γ̄1 as γ̄1(u)=δ(u− ū). Here, δ(·) is the Dirac delta function.
By the definition of Nash solution γ1⁎, γ2⁎,

VN = Eγ⁎
1 ;γ

⁎
2
X u;ωð Þf gV E γ̄1 ;γ

⁎
2
X u;ωð Þf g = Eγ⁎

2 j ū X ū;ωð Þf g

= min
uaU

Eγ⁎
2 ju X u;ωð Þf g

n o
:

ð16Þ

On the other hand,

Eγ⁎
1 ;γ

⁎
2
X u;ωð Þf g =

Z
U
dγ⁎

1 uð Þ
Z
X
X u;ωð Þdγ⁎

2 ωð Þ

zmin
uaU

Eγ⁎
2 ju X u;ωð Þf g

n o ð17Þ

By Eqs. (16) and (17), Eγ⁎
1 ;γ

⁎
2
X u;ωð Þf g = min

uaU
Eγ⁎

2 ju X u;ωð Þf g
n o

.

(ii) We only show the first equality by contradiction. Suppose thatR
Ū dγ⁎

1 uð ÞN 0. It follows that

VN = Eγ⁎
1 ;γ

⁎
2
X u;ωð Þf g =

Z
U
dγ⁎

1 uð Þ
Z
X
X u;ωð Þdγ⁎

2 ωð Þ

=
Z
Ū

Eγ⁎
2 ju X u;ωð Þf g

� �
dγ⁎

1 uð Þ

+
Z

U− Ūð Þ
Eγ⁎

2 ju X u;ωð Þf g
� �

dγ⁎
1 uð ÞN min

uaU
Eγ⁎

2 ju X u;ωð Þf g
n o

:

This is a contradiction of part (i). Thus, ∫Ūdγ1⁎(u)=0. □

Proof of Proposition 3. Suppose that u ̄ is a security strategy for
player 1, against which player 2 plays ω̄. That is, X(ū, ω̄)=V.̅ By
Proposition 2,

V̄ = max
ωaX

X ū;ωð ÞzEγ⁎
2 j ū X ū;ωð Þf gzmin

uaU
Eγ⁎

2 ju X u;ωð Þf g
n o

= VN:

Similarly, it can be shown that V≤VN. By Proposition 1, VbV.̅ Thus, at
least one of the following is true V ̅NVN and VbVN. □

Proof of Lemma 1. Given any ω02Ω, denote by u0 for X u0;ω0ð Þ =
min
uaU

X u;ω0ð Þf g. For any εN0, by the uniform continuity of X(u,ω) in ω,

there exists δN0, such that |X(u,ω0)−X(u,ω1)|≤ε for any ∥ω1−
ω0∥≤δ and u2U. Then,

X u0;ω0ð Þ− eV X u0;ω1ð ÞV X u0;ω0ð Þ + e: ð18Þ
On the other hand, for any ω1 with ∥ω1−ω0∥≤δ, denote by u1,
under which X u1;ω1ð Þ = min

uaU
X u;ω1ð Þf g. If u1=u0, by Eq. (18), the

continuity of W(ω) reduces to that of X(u,ω) for a fixed u. If u1≠u0,
by the uniform continuity of X(u,ω), similar to Eq. (18),

X u1;ω1ð Þ− e V X u1;ω0ð ÞV X u1;ω1ð Þ + e:

Without loss of generality, assume that

X u0;ω0ð ÞV X u1;ω1ð Þ: ð19Þ

The fact that X(u1,ω1)≤X(u0,ω1) and Eq. (18) imply that

X u1;ω1ð ÞV X u0;ω0ð Þ + e: ð20Þ

By Eqs. (19) and (20), jW(ω0)−W(ω1)j≤ε. Thus, W(ω) is con-
tinuous, and since Eq. (20) does not depend on ω, the continuity is
uniform. □

Proof of Lemma 2. Given any εN0, by the uniform continuity of func-
tionW(ω) from Lemma 1, there exists δ1N0, such that jX(ФX(ω1),ω1)−
X(ФX(ω0),ω0)j≤ε /2 for ∥ω1−ω0∥≤δ1. On the other hand, there exits
δ2N0, such that jX(ФX(ω1),ω1)−X(ФX(ω1),ω0)j≤ε /2 for ∥ω1−ω0∥≤δ2.
Choose δ=min{δ1,δ2}. For ∥ω1−ω0∥≤δ,

jX ΦX ω1ð Þ;ω0ð Þ− X ΦX ω0ð Þ;ω0ð Þ jV jX ΦX ω1ð Þ;ω0ð Þ− X ΦX ω1ð Þ;ω1ð Þ j
+ jX ΦX ω1ð Þ;ω1ð Þ− X ΦX ω0ð Þ;ω0ð Þ jV e= 2 + e= 2 = e:

Note that δ is uniform with respect to ω0, thus the convergence
rate is uniform with respect to ω0. □

Proof of Theorem 1. Under Eqs. (4.1)–(4.3) and by the inverse
function theorem (pp.221 in [18]), the inverse of h given any v: hv−1 is
differentiable. Let ∂hv−1/∂ξ be the derivative of hv

−1. Based on the
inverse function theorem, ∂hv−1/∂ξ satisfies the following inequality,
∥∂hv−1/∂ξ∥=1/∥hω∥≤1/C1. It implies that ∥h0−1/(ξ1)−h0

−1/(ξ2)∥≤
∥ξ1−ξ2∥ /C1 for any ξ1, ξ22Ξ. For an arbitrary ω02Ω, let ξ0=h(ω0,0).
Then,

jjh−1
0 nð Þ− h−1

0 n0ð Þjj = jjh−1
0 nð Þ− ω0jjV r λð Þ for any jjn − n0jjV C1r λð Þ: ð21Þ

Let ξv=h(ω0,v), and then by Eq. (4.2),

jjnv − n0jj = jjh ω0; vð Þ− h ω0;0ð ÞjjV C1r λð Þ for any jjvjjV C1r λð Þ = C2: ð22Þ

Thus, by Eqs. (21) and (22), for any ∥v∥≤C1r(λ)/C2, ∥h0−1/(ξ)−ω0∥≤ r
(λ). Thus, from the decision function ϕ in Eq. (6) and the inequality
(7), for any ∥v∥≤C1r(λ)/C2,

VN − λδ− ω0ð ÞN X / nð Þ;ω0ð Þ = X ΦX h−1
0 nvð Þ

� �
;ω0

� �
: ð23Þ

The expected cost Eξ{X(ϕ(ξ),ω0)} is

En X / nð Þ;ω0ð Þf g =
Z
Ξ
X / nð Þ;ω0ð Þp nð Þdn =

Z
Θ
X / h ω0; vð Þð Þ;ω0ð Þp v jω0ð Þdv

=
Z
jjvjjVC1r λð Þ=C2

X / h ω0; vð Þð Þ;ω0ð Þp v jω0ð Þdv

+
Z
jjvjj NC1r λð Þ=C2

X / h ω0; vð Þð Þ;ω0ð Þp v jω0ð Þdv:
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Note that by Eq. (6), ϕ(h(ω0,v))=ФX(h0−1(ξv)). From Eqs. (7) and (8)
and Eqs. (21)–(23), Eξ{X(ϕ(ξ),ω0)} satisfies

En X / nð Þ;ω0ð Þf g b

Z
jjvjjV C1r λð Þ=C2

VN − λδ− ω0ð Þð Þp v jω0ð Þdv

+
Z
jjvjjN C1r λð Þ=C2

M ω0ð Þp v jω0ð Þdv

= VN − λδ− ω0ð Þð Þ 1− ρω0
C1r λð Þ= C2ð Þ

� �
+ M ω0ð Þρω0

C1r λð Þ= C2ð Þ

= VN − λδ− ω0ð Þ 1− ρω0
C1r λð Þ= C2ð Þ

� �
+ M ω0ð Þ− VNð Þρω0

C1r λð Þ= C2ð Þ

ð24Þ

The hypothesis ρω(C1r(λ) /C2)≤λδ−(ω) / (M(ω)−VN+λδ−(ω))
implies that

−λδ− ω0ð Þ 1− ρω0
C1r λð Þ= C2ð Þ

� �
+ M ω0ð Þ− VNð Þρω0

C1r λð Þ= C2ð ÞV0:

Substitute into Eq. (24), Eξ{X(ϕ(ξ),ω0)}bVN. Since it is true for any
ω02Ω, max

ωaX
EnX / nð Þ;ωð Þf g b VN. □

Proof of Theorem 2. The proof is similar to that for Theorem 1. The
expected cost Eξ{X(ϕ(ξ), ω)} is

En X / nð Þ;ωð Þf g =
Z
Ξ
X / nð Þ;ωð Þp nð Þdn

=
Z
X
pD ω̄ jωð Þdω̄

Z
Θ
X / h ω̄; vð Þð Þ;ωð Þp v j ω̄ð Þdv

= Pω̄ð Z
jjvjjV C1r̄ λð Þ=C2

X / h ω̄; vð Þð Þ;ωð Þp v j ω̄ð Þdv

+
Z
jjvjjN C1 r̄ λð Þ=C2

X / h ω̄; vð Þð Þ;ωð Þp v j ω̄ð ÞdvÞ
+ 1− Pω̄ð Þ

Z
Θ
X / h ω; vð Þð Þ;ωð Þp v jωð Þdv

ð25Þ

Note that by Eq. (6), ϕ(h(ω̄,v))=ФX(h0−1(h(ω̄,v))). Similar to the
arguments in Eqs. (7) and (8) and Eqs. (21) and (22), and Eqs. (9) and
(10), Eξ{X(ϕ(ξ),ω)} in Eq. (25) satisfies

En X / nð Þ;ωð Þf gN Pω̄ ðZ
jjvjjVC1 r̄ λð Þ=C2

VN + λδþ
� �

p v j ω̄ð Þdv

+
Z
jjvjj NC1 r̄ λð Þ=C2

L ωð Þp v j ω̄ð ÞdvÞ + 1− Pω̄ð Þ
Z
Θ
L ωð Þp v j ω̄ð Þdv

= Pω̄½ VN + λδþ
� �

1− ρω̄ C1 r̄ λð Þ = C2ð Þð Þ

+ ρω̄ C1 r̄ λð Þ = C2ð ÞL ωð Þ� + 1− Pω̄ð ÞL ωð Þ

= Pω̄ 1− ρω̄ C1 r̄ λð Þ = C2ð Þð Þ VN + λδþ − L ωð Þ
� �

+ L ωð ÞzVN:

ð26Þ

The last inequality in Eq. (26) is due to condition ii). □

Proof of Proposition 4. Consider the possible solutions ϕi(y) for
i=1, 2, 3, 4. The value of J(ϕi) is given as follows.
ϕ ϕ1(·) ϕ2(·) ϕ3(·) ϕ4(·)
J(ϕi) C11 Vϕ2

Vϕ3
C22
Here, Vϕ2
=max{p(1|1)·C11+p(2|1)·C21, p(1|2)·C12+p(2|2)·

C22}, and Vϕ3
=max{p(1|1)·C21+p(2|1)·C11, p(1|2)·C22+p(2|2)·

C12}.
Note that C12bC21bC22bC11 and by the assumption in Eq. (14),
clearly, Vϕ2

NVϕ3
. Therefore, ϕ2 is dominated byϕ3, and ϕ1 is dominated

by ϕ4. Thus, V1=min{C22, Vϕ3
}. □

Proof of Proposition 5. If P(i|i)=1, V1=VbVN under ϕ3. Now, we
consider p(i|i)Np(j|i)N0 for i, j=1, 2 and i≠ j.

Step 1) We first show that if p 1 j1ð Þ
p 2 j1ð ÞN α1, then ϕ3(·) dominates

ϕ4(·). First, the condition C12bC21bC22bC11 implies that

C22 N p 1 j2ð Þ · C22 + p 2 j2ð Þ · C12: ð27Þ

On the other hand, p 1 j1ð Þ
p 2 j1ð Þ N α1 = C11 − C22

C22 − C21

fp 1 j1ð Þ · C22 − C21ð ÞN p 2 j1ð Þ · C11 − C22ð Þfp 1 j1ð Þ · C21

+ p 2 j1ð Þ · C11 b p 1 j1ð Þ + p 2 j1ð Þð Þ · C22 = C22:

ð28Þ

By Eqs. (27) and (28), C22NVϕ3
=max{p(1|1)·C21+p(2|1)·C11, p(1|2)·

C22+p(2|2)·C12}. Thus,ϕ3(·) dominatesϕ4(·), and player 1 usesϕ3(·),
which implies that V1=Vϕ3

.

Step 2) By p 2 j2ð Þ
p 1 j2ð ÞN α2zγ1⁎

1 = γ1⁎
2 and C12bC21bC22bC11

p 1 j2ð Þ · C22 + p 2 j2ð Þ · C12 b C12 · γ1⁎
1 + C22 · γ1⁎

2 = VN;

where γi
1⁎(i=1, 2) is the Nash strategy defined in Eq. (11). On the

other hand, since p 1 j1ð Þ
p 2 j1ð ÞN α2zγ1⁎

2 = γ1⁎
1

p 1 j1ð Þ · C21 + p 2 j1ð Þ · C11 b C11 · γ1⁎
1 + C21 · γ1⁎

2 = VN:

Thus, Vϕ3
=max{p(1|1)·C21+{p(2|1)·C11, {p(1|2)·C22+{p(2|2)·

C12}bVN. By Step 1 and Step 2, V1bVN. □

Proof of Proposition 6. It suffices to show that player 2's payoff is
improved under both inputs 1 and 2. Here, we only show the
performance improvement under input 1, and the same conclusion
holds for input 2.

(i) Player 2's payoff VD is calculated based on a state transition
graph in Fig. 2. Since the decision function ϕ3 is utilized by
player 1, with Eq. (15), VD can be determined as

VD = PD 2 j1ð ÞpV 2 j2;1ð ÞC11 + PD 1 j1ð Þ + PD 2 j1ð ÞpV 1 j2;1ð Þð ÞC21

= PD 2 j1ð ÞpV 2 j2;1ð ÞC11 + 1− PD 2 j1ð ÞpV 2 j2;1ð Þð ÞC21:

Here, the equality holds because the probabilities that player 1
takes different actions sum to 1. Note that by the assumption
P(1|1)=p′ (1|1,2)=P(2|2)=P′(2|2,1)=ηN1/2, then β1b1.
By hypothesis (i),

PD 2 j1ð ÞN β1 =
1− η

η
fPD 2 j1ð Þη N 1− η

fPD 2 j1ð ÞpV 2 j2;1ð ÞN 1− pV 1 j1;2ð Þ:

Here, note that P′(1|1,2)=p(1|1), and from the inequality
above, we have PD(2|1)P′(2|2,1)Np(2|1). Moreover, by C12b
C21bC22bC11,

VD N p 2 j1ð ÞC11 + p 1 j1ð ÞC21: ð29Þ



Fig. 2. State transition graph.
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Note that the RHS of Eq. (29) is player 2's performance by
taking input 1 without deception. The same conclusion can be
drawn similarly when input 2 is taken. Thus, VDNV1.

(ii) If PD 2 j1ð ÞN β2 = max γ1⁎
1
η ;

γ1⁎
2
η

n o
, the inequality Eq. (29) still

holds when the RHS is replaced by C11·γ1
1⁎+C21·γ2

1⁎. Similarly,

same conclusion holds if player 2 takes input 2. Thus, VDNVN. □
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