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Abstract—We consider secret key generation from relative
localization information of a pair of nodes in a mobile wireless
network in the presence of a mobile eavesdropper. Our scheme
consists of two phases: in the first phase, legitimate node pair
exchanges beacon signals to establish localization information
based on noisy observations of these beacons; in the second
phase, nodes generate secret key bits via a public discussion. Our
problem can be categorized under the source models of informa-
tion theoretic secrecy, where the distance between the legitimate
nodes acts as the observed common randomness. We characterize
the achievable secret key bit rate in terms of the observation
noise variance at the legitimate nodes and the eavesdropper. This
work provides a framework that combines information theoretic
secrecy and wireless localization, and proves that the localization
information provides a significant additional resource for secret
key generation in mobile wireless networks.

I. I NTRODUCTION

We consider the generation of a common key in a pair of
nodes, which move inR2 (continuous space) according to a
discrete time stochastic mobility model. An eavesdropper is
also mobile with a mobility pattern, independently of thoseof
the legitimate nodes. We exploit the reciprocity of the distance
between a given pair of locations, view the distance between
the legitimate nodes as a common randomness shared by these
nodes and utilize it to generate secret key bits using the ideas
from source models of secrecy.

We propose a system, in which the legitimate nodes use a
two stage key generation process: (1) In the first stage, they
repeatedly exchange wireless beacons to obtain information
regarding the sequence of distances between them over many
time slots as they move in the area. The beacon signal
may contain explicit information such as a time stamp, or
the receiving node can extract other means of localization
information by analyzing the angle of arrival, the received
signal strength (RSS), etc. We assume that the eavesdrop-
per overhears the beacons and tries to deduce the distance
information based on these observations. (2) In the second
stage, the nodes communicate over the public channel to agree
on a “reliable” secure key based on the observed sequence
of relative distances. Using a source model of secrecy, we
characterize the achievable secret key bits in terms of the
observation noise variance at the legitimate nodes and the
eavesdropper. We show that localization information provides
a significant additional resource for secret key generation.

Next, we consider the case where legitimate nodes are
capable of improving the observation quality by exchanging
multiple beacons at a given location. Note however that the
improvement comes at the expense of the eavesdropper also

improving its observations. We study the tradeoffs involved
and show that, while in some cases it may be possible to
increase the beacon rate unboundedly with the number of
beacons, if the eavesdropper possesses certain capabilities such
as measuring the angle of arrival, increasing the number of
beacons do not necessarily increase the achievable key rate
beyond a certain limit. We also study the loss of key rate due to
imperfections such as quantization noise and clock mismatch.

II. RELATED WORK

Source model of secrecy studies generation of secret key
bits from common randomness observed by legitimate nodes.
In his seminal paper, Maurer showed that, if two nodes observe
correlated randomness, then they can agree on a secret key
through public discussion [1]. He provided upper and lower
bounds on the achievable secret key rates, considering thatthe
nodes have unlimited access to a public channel, accessibleby
the eavesdropper. Although the upper and lower bounds have
been improved over time [2], [3], the secret key capacity of the
source model in general is still an open problem. Despite this
fact, the source model has been extended to several different
settings [4].

There is a vast amount of literature on localization in wire-
less networks (see, e.g., [5]–[7], and the references therein).
There has been some focus on secure localization and position-
based cryptography [8]–[11], however, these works either
consider key generation in terms of other forms of secrecy (i.e.,
computational secrecy), or fall short of covering a complete
information theoretic analysis. Also a similar line of workin
wireless network secrecy considers channel identification[12]
for secret key generation. Based on the channel reciprocity
assumption, nodes at both ends experience the same channel,
corrupted by independent noise. Therefore, nodes can use
their channel magnitude and phase response observations to
generate secret key bits from public discussion. Another no-
table work [13] considers secret key generation from common
phase information. Considering a narrow-band fading model,
the authors describe a hierarchical structure to generate keys,
with applications to multi-node key generation. However, the
security of the model depends on the fact that eavesdropper’s
phase observation is independent of the legitimate nodes’
phase observation, which does not hold if the eavesdropper
observes or estimates the positions and velocities of legitimate
nodes using the received signals.

Note that, our approach of using the distances robust with
respect to channel issues. There may be numerous scenarios
in which channel reciprocity does not hold (e.g., presence



of ground reflections), which leads to the failure of the
approaches based on that assumption. However, the distance
(or the propagation delay) between two points is identical in
both directions, regardless of the medium.

III. SYSTEM MODEL

Consider a simple network consisting of two mobile le-
gitimate nodes, called user1 and 2, and a possibly mobile
eavesdroppere. We divide time into discrete slots{1, · · · , n},
where sloti covers the time interval[iT, (i+1)T ). We assume
T to be large enough for many beacon-signal1 exchanges to
be possible, but too short for a significant location change to
occur. Hence, we assume the location to be constant within
a slot. Letxj [i] ∈ R

2 be the random variable that denotes
the location of nodej ∈ {1, 2, e} at slot i in cartesian
coordinates. The distance between nodes1 and2 in slot i is
d12[i] = |x1[i]−x2[i]|. We use the notationd12 = {d12[i]}ni=1.
Similarly d1e, d2e denotes the sequence of distances between
nodes(1, e) and nodes(2, e) respectively. Hence, the distance
vectors formn triangles, one of which is shown in Figure 1.
Furthermore, letφe[i] denote the angle of the triangle at node
e at slot i, andφe = {φe[i]}ni=1. For then-tuples(d̂1, d̂2),
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Fig. 1: Parameters of the system

we denote the joint probability density function asf(d̂1, d̂2),
and define [14]

• The mutual information as

I(d̂1; d̂2) = log

(

f(d̂1, d̂2)

f(d̂1)f(d̂2)

)

• The average mutual information as

I(d̂1; d̂2) = E[I(d̂1; d̂2)]

• The spectral-inf mutual information rate as

p- lim inf
n→∞

1

n
I(d̂1, d̂2) =

sup

{

β : lim
n→∞

P

(

1

n
I(d̂1; d̂2) < β

)

= 0

}

• The spectral-sup mutual information rate as

p- lim sup
n→∞

1

n
I(d̂1, d̂2) =

inf

{

α : lim
n→∞

P

(

1

n
I(d̂1; d̂2) > α

)

= 0

}

Similarly, define the entropy, and the average entropy ofd̂1 as
H(d̂1) = log

(

1
f(d̂1)

)

, andH(d̂1) = E[H(d̂1)], respectively.

1We keep the definition of the beacon signal general as a short signal
bearing localization information on the initiating node.

The legitimate nodes generate secret key bits from their
mobility patterns in two phases:localization and key gen-
eration. In the first (localization) phase, nodes observe the
sequence of distances using the beacon signals (e.g., by using
the propagation delay (time of arrival) of electromagnetic
signals [5]). In the second (secure key generation) phase, the
nodes generate secret key bits from the common localization
information via public discussion. Now, we explain these
phases in more detail:
Phase I - localization:At the beginning of each sloti, node
1 broadcasts a beacon. Considering perfect clock synchroniza-
tion of the nodes2, nodes2 and e obtain a noisy observation
of d12[i] andd1e[i] respectively. Let these observation bed̂2[i]
and d̂1e[i]. Similarly, node2 follows up with a beacon and
nodes1 ande observed̂1[i] and d̂2e[i], respectively. With the
observations of both the beacons, the eavesdropper also obtains
a noisy observation,̂φe[i], of the angle between the legitimate
nodes. The first phase ends aftern slots.
Phase II - key generation:In the second phase, nodes1 and
2 agree on a secret key based on the observation sequence
d̂1 = {d̂1[i]}ni=1 and d̂2 = {d̂2[i]}ni=1 by communicating
over an error-free public channel. This phase is commonly
referred to in the source model literature as the public dis-
cussion phase [1]. A public discussion algorithmC1, · · · , Ct

is a t step message exchange protocol, where node1 send
messagesC1, C3, · · · , at odd steps, and node2 sends messages
C2, C4, · · · at even steps, according to a deterministic function
such that

H(Ci|d̂1, Ci−1, · · · , C1) = 0, odd i (1)

H(Ci|d̂2, Ci−1, · · · , C1) = 0, eveni (2)

At the end of thet step protocol, node1 obtainsS1, and node
2 obtainsS2 as the secret key, where

H(Sj |d̂j , C
t) = 0, j ∈ {1, 2} (3)

Independent of the localization phase, let the eavesdrop-
per obtain its global position observation̂xe. Then, ê =
{d̂1e, d̂2e, φ̂e, x̂e} denotes the set of eavesdropper’s complete
observations of the system. We say that secret key bits are
reliably generated at rateR if ∀ǫ > 0, ∃n, t such that (1), (2)
and (3) are satisfied, and

H(Sj)/n = R, j ∈ {1, 2}

P(S1 6= S2) ≤ ǫ

I(Sj ; ê, C
t)/n ≤ ǫ, j ∈ {1, 2}

The problem of finding a public discussion algorithm
C1, · · · , Ct that maximizesR is out of the scope of this
paper. Our purpose is to understand the effect of localization
parameters on achievable key rateR.

2We consider the possibility of clock mismatch in Section VI-B and argue
that clock asynchrony can be corrected asymptotically as the number of slots
n → ∞.



IV. U PPER/LOWER BOUNDS

The following corollaries establish the upper and lower
bounds on the key bits achievable through public discussion.

Corollary 1: The following key rate is achievable through
one way public discussion.

RL =

max

{[

p- lim inf
n→∞

1

n
I(d̂1; d̂2)− p- lim sup

n→∞

1

n
I(d̂1; ê)

]+

,

[

p- lim inf
n→∞

I(d̂2; d̂1)− p- lim sup
n→∞

1

n
I(d̂2; ê)

]+}

(4)

Corollary 2: An upper bound for the key rate achievable
through any public discussion is

RU = min

{

p- lim inf
n→∞

1

n
I(d̂1; d̂2), p- lim inf

n→∞

1

n
I(d̂1; d̂2|ê)

}

(5)

Both corollaries follow directly from Theorem 4 in [14], which
generalizes Maurer’s results on secret key generation through
public discussion [1], to non-i.i.d. settings.

Remarks: (1) In this work, we only consider secret key
generation from the observations of distance informationd12

of the legitimate nodes. One can achieve higher key rates by
also considering the the angle and global position information.
(2) There are better upper and lower bounds available in
the literature. By using two-way public discussion, and using
randomization at the encoders, one can achieve better lower
bound, which is tight for one way public discussion case [2].
Furthermore, a better upper bound is given in [3]. We chose
the above bounds for the simplicity of evaluation.
(3) Note that̂e depends on the capabilities of the eavesdropper.
If the eavesdropper cannot estimate the angle-of-arrival,i.e., if
the eavesdropper is only equipped with single omnidirectional
antenna, then̂φe = ∅. Similarly, if the eavesdropper cannot
observe its global position in the field, then̂xe = ∅. In this
work, we only consider the availability of angle information
in the eavesdropper, and leave the possibility of the global
position observation as a future work.

Equations (4) and (5) are valid for the general stochastic
mobility models. In the sequel, we analyzeRL andRU for
the special case where node locations are i.i.d. and obser-
vation of the nodes are corrupted by independent additive
Gaussian noise. Note that, due to the i.i.d. mobility structure,
the conditioning on the past and future observations inRL

and RU disappear. Hence, we omit the indexi and use
f(d12, d1e, d2e, φe) to denote the joint probability density
function of the node distances and angle at nodee, which are
the variables that characterize the triangle given in Figure 1.
For this case, the upper and lower bound expressions become

RL =max

(

[

I(d̂1; d̂2)− I(d̂1; d̂1e, d̂2e, φ̂e)
]+

,

[

I(d̂2; d̂1)− I(d̂2; d̂1e, d̂2e, φ̂e)
]+
)

(6)

RU =min
(

I(d̂1; d̂2), I(d̂1; d̂2|d̂1e, d̂2e, φ̂e)
)

(7)

where the distance observations and eavesdropper angle ob-
servations can be expressed as (omitting the slot index for
simplicity)

d̂j = d12 +Nj , j ∈ {1, 2} (8)

d̂je = dje +Nje, j ∈ {1, 2} (9)

φ̂e = φe +Nφ (10)

and Nj , Nje, and Nφ are zero mean Gaussian noise with
variancesσ2

j , σ2
je, andσ2

φ respectively3. Note that the noise
in distance observations is due to the limited clock precision,
corruption of beacons due to channel noise at the receiver
antenna and fading. The case in which there is no angle
estimation by the eavesdropper can be represented by choosing
the phase estimation error uniform in(0, 2π): Nφ ∼ U [0, 2π].

V. M ULTIPLE BEACONS

Next, we consider the case where legitimate nodes exchange
multiple beacons at each time slot. This reduces the observa-
tion noise for both the legitimate nodes and the eavesdropper
and in this section we study the tradeoffs involved.

Suppose, in each slot, the legitimate nodes exchangeK
beacons instead of1. Then, the set of observations for all nodes
form a 2-dimensional discrete sequence, e.g., node 1 observes
{d̂1[i, 1], · · · , d̂1[i,K]} in the ith time slot. The observation
of each beacon(i, k) has the form given in (8)-(10), where
we assume that the noise sequencesNj [i, k], Nje[i, k], and
Nφ[i, k] are i.i.d. for every observation point. Note that, a
sufficient statistic (Section 2.9 in [15]) ford12[i] at node1
is 1

K

∑K

k=1 d̂1[i, k]. Consequently, the sequence ofK obser-
vations of each node in sloti can be summarized by a single
observation for that slot:

d̂j [i] = d12[i] + Ñj[i], j ∈ {1, 2} (11)

d̂je[i] = dje[i] + Ñje[i], j ∈ {1, 2} (12)

φ̂e[i] = φe[i] + Ñφ[i], (13)

whereÑj ∼ N (0, σ2
j /K), Ñje ∼ N (0, σ2

je/K), and Ñφ ∼

N (0, σ2
φ/K) if the eavesdropper estimates the angle andÑφ ∼

U [0, 2π] otherwise. We analyze these two cases separately.
With Angle Observation: The eavesdropper has noisy ob-

servations ford1e, d2e, andφe (illustrated in Fig. 1). It can
combine these observations to estimated12. We assume that
the eavesdropper uses the cosine law to obtain its estimated̂e:

d̂e =

√

d̂21e + d̂22e − 2d̂1ed̂2e cos(φ̂e). (14)

For K ≫ 1, σ2
1/K, σ

2
2/K ≪ d12, σ2

1e/K ≪ d1e, σ2
2e/K ≪

d2e andNφ/K ≈ 0 with high probability. Consequently4, (14)
can be approximated with

d̂e ≈ d12 +N

(

0, A+B

)

, (15)

3Note that the distance observation noise cannot be perfectly Gaussian.
However, under the assumptionsσ1, σ2 ≪ d12, σ1e ≪ d1e, σ2e ≪ d2e,
the Gaussian assumption is reasonable.

4We omit the derivation due to space constraints. The following follows
from a sequence of linear approximations in (14)



where A =
(d1e−d2e cos(φe))

2σ2

1e+(d2e−d1ecos(φe))
2σ2

2e

Kd2

12

is the
uncertainty that comes from the distance observation errors,

andB =
(d1ed2e sin(φe)

2)σ2

φ

Kd2

12

is the uncertainty that comes from
the angle estimate error.

No Angle Observation: As K → ∞, σ2
j /K, σ

2
je/K → 0

for j ∈ {1, 2}, and due to the lack of an angle estimate at the
eavesdropper,Nφ ∈ U [0, 2π]. Then,

RL = I(d̂1; d̂2)− I(d̂1; ê)

= h(d̂1|d̂e)− h(d̂1|d̂2).

We have

lim
K→∞

h(d̂1|d̂e) = h(d12|d1e, d2e)

(a)
= h(

√

d21e + d22e − 2d1ed2e cos(φe)|d1e, d2e)

(b)
> −∞

where (a) follows from the cosine law. Foru, v 6= 0,
h(
√

d21e + d22e − 2d1ed2e cos(φe)|d1e = u, d2e = v) > −∞
sinceφe is uniform in [0, 2π]. Further note thatP(d1e = 0) =
0, andP(d2e = 0) = 0 since nodes cannot be on the exact
same location at the same time, hence(b) holds. Similarly,

lim
K→∞

h(d̂1|d̂2) = lim
K→∞

h(d12 + Ñ1|d12 + Ñ2)

= lim
K→∞

h(Ñ1 − Ñ2|d12 + Ñ2)

= −∞,

due to the fact that(Ñ1 + Ñ2)∼N (0, (σ2
1 + σ2

2)/K). Hence,
limK→∞RL = ∞. Thus, we conclude that, without the angle
estimate at the eavesdropper, any positive key rate can be
achieved with the sufficiently large choice of the number
of beaconsK. On the other hand, when eavesdropper can
estimate the angle, the key rate converges to a value that
depends on the mobility model.

VI. PRACTICAL ISSUES

A. Quantization

Even though the observationŝd1, d̂2, ê of the nodes are
from a continuous space, in practice nodes quantize their
observations to store them and the quantized values are
used in the public discussion. Letψ(·) be a predetermined
quantization function. Then the legitimate nodesj ∈ {1, 2}
can obtain quantized versions of the distance observation
d̂
∆
i = ψ(d̂i,∆), where |∆| = maxx |x − ψ(x)| is the

resolution of quantization. The eavesdropper is also subject
to similar quantization constraints and letê

∆′

= ψ(ê,∆′) be
its quantization function with another resolution∆′. Define

RQ
L =

max

{[

p- lim inf
n→∞

1

n
I(d̂∆

1 ; d̂
∆
2 )− p- lim sup

n→∞

1

n
I(d̂∆

1 ; ê
∆′

)

]+

,

[

p- lim inf
n→∞

I(d̂∆
2 ; d̂

∆
1 )− p- lim sup

n→∞

1

n
I(d̂∆

2 ; ê∆
′

)

]+}

Note that, if∆ = ∆′, then, by the relationship of continuous
and discrete mutual information [15], we havelim|∆|→0R

Q
L =

RL.

B. Clock mismatch

Assume that there is a clock mismatch between nodes1,
and 2. Consequently, all the observations ofd12 of nodes1
and2 in localization phase are shifted by a random valueγ1
andγ2 respectively:

d̂j [i] = d12[i] +Nj[i] + γj (16)

for j ∈ {1, 2}. Note that we assume the amount of mismatch
is random, but it remains constant. Considering the case where
N1 andN2 are zero mean random variables,

E[d̂j |γ1, γ2] = E[d12] + γj . (17)

Hence, with the knowledge of the statistics of the mobility,
each nodej ∈ {1, 2} can obtain a perfect estimate of the
amount of clock mismatchγj asn→ ∞, and broadcast it in
the public discussion phase. Therefore, clock mismatch does
not affect the theoretical bounds of secret key generation rates.

VII. N UMERICAL RESULTS

In this section, we numerically evaluate (6) and (7) for the
case where the node locationsx1[i], x2[i] andxe[i] for each
slot are characterized by i.i.d. circularly symmetric zeromean,
unit variance Gaussian random variables. Throughout this sec-
tion, we assume that the nodes have identical observation noise
statistics, i.e.,σ1 = σ2, and the observation noise for each
user is also statistically symmetric at the eavesdropper, i.e.,
σ1e = σ2e. We assume uniform quantization with precision
|∆| = 0.1 for all nodes, including the eavesdropper. Since
|∆| ≪ 1, the calculated rates will be very close to the
achievable rates as discussed in Section VI-A. In what follows,
we analyze the behavior ofRL andRU as a function of nodes’
observation noise.

In the first example, we fix the eavesdropper observation
noiseσje = 0.2, j ∈ {1, 2} and σφ = 0.2, and observe the
key rates as a function ofσj , j ∈ {1, 2} with and without
an angle observation. As shown in Fig. 2a, without angle
observation, even the lower bound grows unboundedly asσ1
andσ2 decreases. This implies that, theoretically, infinite key
rate can be achieved in the case where nodes1 and 2 have
perfect observation ofd12. Furthermore, it can be clearly seen
that observation of angle by the eavesdropper significantly
decreases the secret key rate.

Next, we fix σj = 0.3, j ∈ {1, 2} and σφ = 0.2, and in
Figure 2b, we plotRL andRU with and without an angle
observation, as a function of the eavesdropper observation
noise σje, j ∈ {1, 2}. Clearly, the secrecy rate increases
as the eavesdropper distance observation noise gets stronger.
However, the impact of the eavesdropper distance observation
noise is much less significant compared to the impact of the
observation noise of the legitimate nodes. Indeed, even when
the eavesdropper has perfect distance observations, a non-zero
key rate is achievable. This, however, is not true when the
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Fig. 2: Key rate vs (a)σj , (b) σje, (c) number of beacons, with and without angle observation

eavesdropper has perfect angle estimates that accompany the
perfect distance estimates. In that case, the achievable key rate
is 0, since the eavesdropper has perfect knowledge ofd12.

Finally, we analyze the impact of multiple beacons. With
σj = σje = 0.3 j ∈ {1, 2} andσφ = 0.3, in Figure 2c, we
plot RL andRU without and with an angle observation, as
a function of the number of beacons. We can see that, using
multiple beacons may be beneficial, depending on whether
eavesdropper has the angle observation or not. With no angle
observation, the key rate grows unboundedly with the number
of beacons, as shown in Section V, i.e., the legitimate nodes’
benefit by transmitting as many beacons as possible. With an
angle observation, the accuracy of the angle estimate as well
as the distance estimates at the eavesdropper increase withthe
number of beacons, and the eavesdropper will be able to locate
the nodes highly accurately via the cosine law asn increases.
Hence, the key rate remains bounded.

VIII. C ONCLUSION

In this paper, we studied the information theoretic limits of
secure key generation using the distance between legitimate
nodes in mobile wireless networks. We considered a two
stage process to generate keys. In the first stage, legitimate
nodes generate relative localization information by exchanging
beacons, whereas in the second stage, the nodes generate secret
key bits by public discussion. We characterized lower and
upper bounds of key rates utilizing results from the source
model of secrecy. We showed that when eavesdropper cannot
have angle of arrival observation for the transmitted beacons,
nodes can highly improve the key rate by exchanging multiple
beacons, whereas with an angle observation this is not true.
Our current investigations are mainly focused on 1) common
secret key generation among multiple nodes in a wireless
network, 2) application to wideband localization, and 3) the
general non-i.i.d. mobility cases.
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