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An Information Theoretic Approach to RF
Fingerprinting

Onur Gungor, C. Emre Koksal, Hesham El Gamal

Abstract—RF fingerprinting exploits the variations in the RF
chain of radios to uniquely identify transmitters, and distinguish
adversarial transmissions from legitimate nodes. We provide a
systematic approach rooted from information theory to under-
stand basic performance limits of RF fingerprinting. We develop
a novel channel model to cover RF fingerprinting systems,
where the imperfections in the RF chain are modeled as a
fingerprint channel, cascaded to the physical channel. We analyze
authentication problem in the presence of an adversary, where
both the legitimate transmitter and the adversary are equipped
with unique fingerprint channels. We provide bounds for the
error exponents of the legitimate nodes, and the success exponent
of the adversary, as a function of their fingerprints. We illustrate
that concepts analogous to Maurer’s simulatability are necessary
to guarantee authentication via RF fingerprints.

I. INTRODUCTION

Authentication is the act of confirming the identity of a de-
vice, person, or software. Authentication between two devices
can be achieved by exploiting various sources of common
randomness that cannot be reproduced by an adversary. In
computer science, authentication is generally performed by
utilizing secret key bits, that are assumed to be available ex-
clusively to the legitimate nodes [1]. However, this assumption
may be too restrictive in general. Recent works have sought
other sources of common randomness for authentication. For
instance, wireless channel based authentication [2] exploits the
characteristics of multipath fading to authenticate a transmit-
ter. Another recently proposed method is to exploit the RF
Fingerprints of the transmitters. It has been shown that even
different radios of the same make and brand preserve different
characteristics, due to unique imperfections in digital-analog
converters and power amplifiers [3].

Various algorithms have been proposed in the literature
to exploit the RF Fingerprints for authentication. These ap-
proaches can be considered in two categories; transient based
implementations [3]–[5] perform classification based on the
amplitude/phase characterization of the signal envelope, and
modulation based implementations [6] perform classification
based on frequency offset, sync correlation, etc. However, as
far as we are aware of, a fundamental approach is missing,
which is required to provide answers to the questions: i)
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Fig. 1. System Model

When is authentication possible? ii) What is the probability
of authentication error for the best scheme?

In order to provide answers to these questions, we consider
an information theoretic approach to RF-fingerprinting, in
a point-to-point authentication framework in the presence
of an active adversary, shown in Figure 1. To observe the
effects of RF-fingerprints on authentication, we model the RF-
fingerprints as a channel cascaded to the physical channel, as
shown in Figure 2. We find theoretical bounds on the error
and attack probability exponents, and illustrate that there is a
trade-off between probabilities of success under an attack, and
error under no attack. Our strategy involves the use of errors-
and-erasures decoder as used in [7]. We illustrate that, when
there is no shared secret key between the legitimate nodes,
the capacity is 0 if the legitimate channel is simulatable by
the adversary, a condition which is similar to the condition
introduced by Maurer for the source model [8]. Otherwise, the
capacity is equal to the capacity of the channel without any
adversary. In other words, it is not possible to avoid attacks
without unique RF-fingerprints that satisfy non-simulatability
condition. We find necessary conditions for RF-fingerprint
channels to ensure non-simulatability, Finally, we provide
a graphical approach to confirm whether the adversary can
simulate Wt.

A. Related Work

i) Authentication problem was first studied from a the-
oretical point of view by Simmons [9] for a special case
of Figure 1, where all of the channels are noiseless (i.e.,
without any RF-fingerprints). His analysis, which relied on
secret key based authentication, has been extended to different
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settings over the years, see e.g. [10], [11]. To the best of our
knowledge, none of the extensions included RF-fingerprints.
ii) Arbitrarily Varying Channels model memoryless channels
whose law vary in an arbitrary and unknown manner to the
legitimate nodes, possibly under the influence of an adver-
sary [12]. This channel is especially more suitable to model
substitution attacks in a wireless setting, where the equivalent
channel is a function of both the transmitter and adversary
signal. However, the works in the literature only focus on
reliable communication, i.e., we have not come across any
work that studies arbitrarily varying channels in authentication
framework.
iii) Watermarking studies the problem of hiding a message
into a covertext signal under a distortion constraint [13]. For
instance, Alice, who shares a key with Bob, hides a message
to a music file in such a way the music file is still playable (not
significantly distorted), and the message is recoverable only by
Bob. Eve, not having access to this key, distorts the message
in an arbitrary manner to make the message unrecoverable by
Bob. Although the tools used are similar, this problem has not
been studied under the context of RF fingerprinting.

II. SYSTEM MODEL

We consider the model depicted in Figure 1. Random vari-
ables are denoted by capital letters, whereas their realizations
are denoted by lower case letters, and random vectors of
size n are denoted by boldface letters. X = [X1, . . . , Xn]
is the signal transmitted by the legitimate transmitter over
n channel uses, whereas Z, Q and Y denote the received
signal by the adversary, the modified signal at the adversary
encoder, and the received signal by the legitimate receiver,
respectively. Calligraphic letters are used to denote (finite size)
alphabets. We will use the notation in [14] to represent types.
A vector x is of type P , if 1

nΠ(a|x) = P (a), ∀a ∈ X , where
Π(a|x) denotes the number of occurrences of a in the vector
x. We denote the type class P by TP . Similarly, we define the
conditional type class TV (x) by the set of vectors y which
satisfies the condition

Π(a, b|x,y) = P (a)V (b|a), ∀a, b.

We will interchangeably use the notations H(P ) ≡ H(X) to
denote the entropy of a random variable X with distribution
P , and I(P, V ) ≡ I(X;Y ) to denote the mutual information
between X and Y , whose conditional probability distribution
based on X is V . Information divergence between two con-
ditional distributions V and W conditioned on P is defined
as

D(V ‖W |P ) ,
∑
a∈X

P (a)D(V (.|a)‖W (.|a))

=
∑
a∈X

∑
c∈Y

P (a)V (c|a) log

(
V (c|a)

W (c|a)

)

A. RF Fingerprints

We incorporate the RF fingerprints into our model in
Figure 1 as follows. The RF fingerprint of the transmitter and
the adversary are denoted as RF fingerprint channels Wt,f and
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Fingerprint       

channel

Wireless 

channel

Fig. 2. Equivalent channel is a cascade of RF fingerprint channel and physical
channel.

Wj,f , respectively, which models the imperfections from the
encoder output to the transmitting antenna. Let us the denote
physical channels1 between transmitter to receiver, transmitter
to adversary, and adversary to receiver as Wt,c, We,c and Wj,c,
respectively. Therefore, the equivalent channels are formed via
a cascade of RF fingerprint channels and physical channels,
as shown in Figure 2. Therefore, the equivalent channels can
be written as

Wt ,Wt,f ∗Wt,c

We ,Wt,f ∗We,c

Wj ,Wj,f ∗Wj,c

where ∗ is the convolution operator, i.e.,

(Wt,f ∗Wt,c)(c|a) =
∑
b

Wt,f (b|a)Wt,c(c|b),∀ a, c (1)

B. Attack Model

The legitimate transmitter attempts to send a message
m ∈ {1, . . . , 2nR} to the legitimate receiver, in the pres-
ence of the adversary. They are assumed to share a key
k ∈ {1, . . . , 2nRK} beforehand. The transmitter encodes the
message m to x = f(m, k) via a mapping f , and transmits x
over the channel. The receiver obtains signal y, and extracts
m̂ = φ(y, k) ∈ {0, 1, . . . , 2nR} via a decoding function
φ, where 0 corresponds to an erasure. The received signal
y depends on the positions of the compound switches in
Figure 1. There are three different modes of operation:

1) No attack: Switch 2 is closed on the main channel Wt.
2) Impersonation attack: Switch 1 is open, yet switch 2

is closed on the jammer channel Wj . Let the adversary
attempt to make the receiver decode m̃. Then, the adver-
sary transmits a signal q, independent of the transmitter’s
signal x, through an arbitrary mapping q = f2(m̃), which
after passing through Wj , yields y.

3) Substitution attack: In contrast with the impersonation
attack, switch 1 is also closed. The adversary intercepts
x = f(m, k) through the channel We and receives z.
To make the receiver decode m̃, the adversary encodes
q = f2(m̃, z) via an arbitrary mapping f2 (which can

1The channel between the transmitting antenna and the receiving antenna.
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be random), and transmits q over the channel Wj , which
yields y.

We define the error events for these three cases. For no attack,
we define the following events, conditioned on the fact that
x = f(m, k) is transmitted

sna|m, k : φ(y, k) = m

αna|m, k : φ(y, k) = 0

εna|m, k : φ(y, k) = m′, ∃m′ 6= m, m′ 6= 0

where sna, αna and εna denote success, erasure and (unde-
tected) error events, respectively. For impersonation attack, we
similarly define the events, conditioned on the fact that key is
k, and adversary transmits q = f2(m̃)

simp|m̃, k : φ(y, k) = m̃

αimp|m̃, k : φ(y, k) = 0

εimp|m̃, k : φ(y, k) = m′, ∃m′ 6= m̃, m′ 6= 0

Finally, for substitution attack, events are based on the fact that
x = f(m, k) is intercepted by the adversary, who transmits
q = f2(m̃, z)

ssub|m, m̃, k : φ(y, k) = m̃

αsub|m, m̃, k : φ(y, k) = 0

εsub|m, m̃, k : φ(y, k) = m′, ∃m′ 6= m̃, m′ 6= 0

Definition 1. When a key stream of rate RK is available to
the legitimate nodes prior to communication, rate R(RK) is
achievable robustly if for any ε > 0, there exists a block length
n large enough, and a coding scheme (f, φ) such that

P(αna ∪ εna|m, k) ≤ ε (2)
P(simp ∪ εimp|m̃, k) ≤ ε (3)

P(ssub ∪ εsub|m, m̃, k) ≤ ε (4)

for any m, m̃, k, under any possible adversary attack strategy
f2.

Authentication capacity C(RK) is the supremum of robust
achievable rates2. We are both interested in the authentication
capacity, and the exponential rate of decay of the probability
expressions in (2)-(4). We will use capital letters to refer to
these exponents, e.g., for no attack Sna = − 1

n logP(sna),
Ana = − 1

n logP(αna), and Ena = − 1
n logP(εna). We will

also use the notation

Esp(R,P,W ) , min
V :I(P,V )≤R

D(V ‖W |P ) (5)

to refer to the sphere packing exponent [14]; the maximum
error exponent achievable via any constant composition code-
book. We will also use the inverse sphere packing function

E−1sp (x, P,W ) , inf{R : Esp(R,P,W ) ≤ x} (6)

2One may also consider a weaker definition, where the probabilities of
undetected error events under impersonation and substitution attacks (3),(4)
are not bounded.

C. Assumptions

In this work, we restrict ourselves to the case where all (RF
fingerprint and physical) channels to be discrete memoryless
channels (DMC) 3. Although our model system model is
provided in the most general form, our results are limited to
the case where there is no common key (K = ∅) between the
legitimate nodes. We assume that the receiver perfectly knows
the equivalent transmitter channel (Wt), yet it has no infor-
mation about the other channels (i.e., Wj ,We). Finally, note
that we assumed there is a compound switch that is controlled
by an adversary, i.e., when no attack occurs, the equivalent
channel the receiver observes is Wt, which is independent
of jammer channel, and when attack occurs, the receiver
observes Wj , which is independent of transmitter channel.
For substitution attacks, the model may not be sufficient to
represent wireless channels, which are prone to interference.
To analyze substitution attacks in a wireless setting, modeling
the equivalent channel as an arbitrarily varying channel may
be more suitable (see Section I-A).

III. MAIN RESULTS

We assume there is no common key shared between the
legitimate nodes, i.e., RK = 0. Listening to the legitimate
transmitter’s signal would provide no benefit to the adversary,
hence substitution attack probabilities cannot be higher than
impersonation attack probabilities. Therefore, we only analyze
impersonation attacks.

Let Q : X → Q denote a transition probability function,
and define WjQ , Q ∗Wj , i.e.,

WjQ(c|a) =
∑
c

Q(b|a)Wj(c|b), ∀a, c (7)

Definition 2. The adversary can simulate the legitimate chan-
nel if there is some WjQ such that

WjQ(c|a) = Wt(c|a), ∀a, c

Now, we show that positive exponential decay of proba-
bilities of events αna, εna, simp and εimp can be attained
if the adversary cannot simulate the legitimate channel. Our
scheme is based on using a constant composition encoder, and
an errors-erasures decoder [7] that is tuned to the legitimate
channel Wt.

Theorem 1. Let RK = 0, and

min
Q

max
a∈X

∑
c∈Y
|WjQ(c|a)−Wt(c|a)| ≥ η (8)

Let ξ > 0 be a constant and P be a type in X . Let P (a∗) =
maxa∈X P (a). Then, the exponents

Ana ≥ ξ (9)
Ena ≥ min

0≤ξ′≤ξ
Esp(R+ ξ − ξ′, P,Wt)

+ |E−1sp (ξ′, P,Wt)−R|+ (10)

3In reality, the channels are neither discrete, nor memoryless. We incorpo-
rated these assumptions to simplify our analysis. Extending our analysis to
continuous channels with memory is part of our future work.



4

Simp ≥
1

2
P (a∗)

[
η −

√
2ξ

P (a∗)

]2
(11)

Eimp ≥ min
Q

min
0≤ξ′≤ξ

Esp(R+ ξ − ξ′, P,WjQ)

+ |E−1sp (ξ′, P,Wt)−R|+ (12)

are simultaneously achievable.

The proof is omitted due to space constraints. Note that the
exponents under no attack Sna and Ena also appear in [7].
Before we further analyze the exponents, we provide a lemma
on the properties of the sphere packing exponent, Esp.

Lemma 1. There exists Rinf > 0, such that the sphere packing
exponent Esp(R,P,W ) is a convex and strictly decreasing
function of R in the interval [Rinf , I(P,W )], and

Esp(R,P,W ) = min
V :I(P,V )=R

D(V ‖W |P )

For the proof of this lemma, see Lemma 10.4 of [14].
Based on this, we can see that there exists R∗ > 0 such that,
∂Esp(R,P,W )

∂R > −1 for R ≥ R∗, which we refer to as the
critical point. Let ξ∗ = Esp(R

∗, P,W ). Then, E−1sp (ξ, P,W )
is also a convex and strictly decreasing function of τ , and we
can see that

∂E−1
sp (ξ,P,W )

∂ξ < −1 for ξ < ξ∗. Let R∗t and
R∗jQ be the critical points of functions Esp(R,P,Wt) and
Esp(R,P,WjQ), respectively, and similarly define ξ∗t and ξ∗jQ.

Corollary 1. For ξ and R such that max(R∗t , R
∗
jQ) < R ≤

I(P,Wt), and Esp(R,P,Wt) < ξ,

Ena ≥ Esp(R,P,Wt) + E−1sp (ξ, P,Wt)−R > 0 (13)

Eimp ≥ Esp(R,P,WjQ) + E−1sp (ξ, P,Wt)−R > 0 (14)

Proof: For both terms, the first inequality follows since
in (10) and (12), the minima is attained at ξ′ = ξ. Since
Esp(R,P,Wt) is strictly decreasing, and Esp(R,P,Wt) < ξ,
therefore E−1sp (ξ, P,Wt) > R, which indicates that both terms
are positive.

Theorem 2. Let RK = 0. If the adversary cannot simulate the
legitimate channel, C = maxP I(P,Wt), i.e., authentication
capacity is equal to the Shannon capacity. Otherwise, C = 0.

Proof: The proof follows from Theorem 1 and Corol-
lary 1. When the adversary cannot simulate the legitimate
channel, η, as defined in (8) is positive. Fix a type P .
Let δ > 0 be small enough such that R = I(P,Wt) −
δ ≥ max(R∗t , R

∗
jQ). Let ξ > 0 be small enough such that

η −
√

2ξ
P (a∗) , and E−1sp (ξ, P,Wt) > R. Then, according to

Corollary 1, Ena > 0 and Eimp > 0. Furthermore, due
positivity of η, and the choice of ξ, Ana > 0 and Simp > 0,
which concludes that rate R is achievable. The converse
follows since when η = 0, both channels are identical.
When WjQ(c|a) = Wt(c|a) for any a, c, for any coding
scheme (f, φ) such that P(sna) ≥ 1 − ε, it can be seen that
P(simp) ≥ 1− ε as well.

IV. NUMERICAL EVALUATION

In this section, we illustrate our findings in a numerical
example. We consider all channels to be ternary, and choose
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Fig. 3. Simulatability Region

the transition probability functions (in matrix form) as

Wt,f =

 0.6 0.2 0.2
0.05 0.9 0.05
0.05 0.5 0.9

 ,Wj,f =

 0.8 0.15 0.05
0.05 0.9 0.05
0.05 0.15 0.8


Wt,c = Wj,c =

0.6 0.2 0.2
0.2 0.6 0.2
0.2 0.2 0.6


We can obtain the equivalent channels in matrix form as

Wt =

0.44 0.28 0.28
0.22 0.56 0.22
0.22 0.22 0.56

 ,Wj =

0.52 0.26 0.22
0.22 0.56 0.22
0.22 0.26 0.52


where Wt = Wt,fWt,c, and Wj = Wj,fWj,c. Now, we
provide a graphical approach that shows whether Wt is sim-
ulatable. Note that, the transition probability matrices can be
uniquely determined from the first |Y|− 1 = 2 indices, which
are plotted in Figure 3. Via a prefix channel Q, the adversary
can achieve any point inside the triangle that points of Wj form
by achieving the equivalent channel WjQ = Q∗Wj , as in (7).
The convex hull of points of Wj is called the simulatability
region. If any point of Wt falls outside the simulatability
region, then Wt is not simulatable, which is indeed the case
for our numerical example. Furthermore, parameter η in (8) is
equal to the maximum of the L−1 distances from the points of
Wt to the simulatability region, which is equal to η = 0.0453
in our example. Since Wt is not simulatable, the capacity is
equal to Shannon capacity by Theorem 2, which is found to
be C = 0.12 bits /chn use.

For this example, we also evaluate the error/success ex-
ponents in Theorem 1. In Figure 4, we plot the exponents
as a function of coding rate R, where we fixed the erasure
parameter to be ξ = ξmax/2, and in Figure 5, we plot the
exponents as a function of erasure parameter ξ, where we fixed
the coding rate R = 0.8C. Notice that the trade-off between
the impersonation attack success probability and the erasure
probability under no attack, is clearly visible.
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V. CONCLUSIONS

In this work, we introduced a model to analyze the perfor-
mance of RF-fingerprinting in authentication framework. We
modeled the imperfections of the transmitters as fingerprint
channels that are cascaded to the physical channels. We
evaluated the error and success exponents, and illustrated the
tradeoff between erasure probability under no attack, and suc-
cess probability under impersonation attack. We also showed
that, if the adversary can simulate the legitimate channel, then
authentication is not possible. Otherwise, rates up to Shannon
capacity can be achieved. Our future investigations include i)
obtaining complete characterization of error exponents when
there are shared secret keys between the legitimate nodes,
by combining Lai’s approach with ours, ii) considering more
realistic settings where the channels are not memoryless, and
continuous, and the main channel is not perfectly known at
the transmitter.
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